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WHO IS BLUESHIFT CYBERSECURITY™? 

Blueshift Cybersecurity is a Security as a Service company whose goal is to bring advanced, SOC (Security 
Operation Center) monitored cyber-defense capabilities to organizations regardless of their size. The 
problem that organizations face today is that there are a plethora of tools available to large entities with 
established SOC capabilities to gather, decode, analyze, and alert on security telemetry. The majority of 
organizations do not have the expertise or budget to stand up even basic SOC capabilities. Blueshift 
Cybersecurity takes the approach of supplying a highly modular XDR platform along with managed SOC 
services to provide managed and monitored detect and response capabilities, but also the enablement 
of new capabilities based on current threats and threat actor tradecraft. 

Blueshift Managed XDR focuses primarily on security integration, connecting, and seamlessly engaging 
with all devices, data, and systems across the network. When it comes to incident response, it allows the 
Blueshift Cybersecurity SOC teams to quickly identify and protect against more sophisticated attacks. 

Evaluation Plan 

The Blueshift Managed XDR Platform touches on 9 of the 14 domains, which consists of 50 out of the 
108 practices as defined by CMMC 2.0, including a wide variety of cybersecurity control domains from 
network traffic monitoring to endpoint agents, hardware capabilities and network scanners as well as 
augmented personnel skills through MSSP and remote IR services. The wide range of CMMC practices 
addresses a variety of technical implementations. Those practices required a multifaceted assessment 
strategy consisting of technical demonstrations and tests as well as interviews with Blueshift 
Cybersecurity staff.   

To ensure complete demonstration of the full extent of the technical capabilities of the platform on a 
capability-by-capability and practice-by-practice basis, Blueshift Cybersecurity’s malware lab was 
leveraged in a guided demonstration for the network and endpoint controls associated with the various 
product lines that make up the Blueshift Managed XDR cybersecurity platform.   

Evaluation Process 

1. Each Domain was assessed independently by capability and by defined practice.  
2. Each Practice has been categorized by type based on the CMMC requirements narrative and 

published testing procedures and guidance published by CMMC and NIST. Please reference the 
Supporting Documents section for a full list of assessment guidance that will be utilized.   

a. Corporate Policy Controls – Controls categorized as policy based refer to corporate 
documentation requirements such as policies, procedures, and standards and as such 
are out of scope for a technical cybersecurity solution such as the Blueshift Managed 
XDR Platform.   

b. Personnel (Skill) Based Capability – Processes that require skilled personnel to perform.   
c. Technical Capability – Processes that require the use of technical tools to be properly 

implemented within the environment to meet.   
d. Hybrid Capability – The process requires a mix of Policy, Personnel and Technical 

capabilities.  
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3. For each practice  
a. Corporate policy controls will be documented as such and excluded from the 

assessment as they are out of scope of a technical cybersecurity platform’s capability to 
address.  

b. Personnel (Skill) Based Controls will be broken down into two subcategories, skills that 
can be outsourced through the Blueshift Managed XDR Platform and skill-based controls 
that are not capable of being met by the platform. For controls that can be met, 
assessment will be based on interviews with Blueshift Managed XDR management 
surrounding capability of personnel. Skill based controls that are out of scope of a 
technical cybersecurity platform will be documented as such.  

c. Technical Capabilities will be demonstrated to assess applicability to each practice based 
on applicability to the CMMC Assessment Guidance.   

4. Assessment Methods 
a. Process Applicability Study – The first phase of the assessment was to evaluate each 

practice and confirm its applicability to the Blueshift Managed XDR Platform as either a 
fully met control or partially met control as well as confirm the assessment approach to 
it.  

b. Interviews – Personnel skill based controls will be assessed through interviews with 
Blueshift Cybersecurity staff to confirm appropriate skill and delivery of the control. For 
each control, the required customer skillset that will be outsourced will be identified. 
Based on the findings herein, a final value proposition may be able to be determined to 
help justify a formal ROI argument in support of the Blueshift Managed XDR Platform for 
a typical customer.   

c. Tool Demonstration and Testing – A variety of technical methods will be utilized to 
demonstrate applicability to a specific practice via the Blueshift Managed XDR Platform 
through live demonstrations and testing in the Blueshift Cybersecurity malware lab.    

5. Categorizations of Findings  
a. Met – The Blueshift Managed XDR platform, when properly deployed, fully meets the 

requirement on behalf of a customer.  
b. Enables – The Blueshift Managed XDR platform partially meets the requirements of a 

specific practice and enables additional customer activities to fully meet the 
requirement.   

c. Not Applicable (N/A) – The Blueshift Managed XDR platform does not address the 
practice. 

d. Pending – The Blueshift Managed XDR platform utilizes a tool that is going through 
certification to meet FIPS 140-2.   

i. **NOTE** Blueshift Cybersecurity uses OpenSSL FIPS provider for their Cryptographic 
mechanisms. OpenSSL FIPS provider is a special provider that conforms to the Federal 
Information Processing Standards (FIPS) specified in FIPS 140-2. This 'module' contains 
an approved set of cryptographic algorithms that is validated by an accredited testing 
laboratory.  As of this writing, the module is currently “In Review” by the Cryptographic 
Module Validation Program (CMVP) and the Vendor.  For more information see 
“Modules in Process List” 
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Evaluation Results 

Each domain was broken down into the correlated capabilities and associated practices that were 
individually tested. The intent behind conducting assessments in this manner is to ensure usefulness of 
statistics and visual mapping of the entire Blueshift Managed XDR Platform to the CMMC framework by 
domain and by maturity level.  The Domains and Practices are depicted in Table 1. 

Our review of the Blueshift Managed XDR platform finds that the tool, or a combination of the suite of 
tools will help an organization achieve CMMC compliance by assisting them with meeting various 
practices and controls required for compliance with CMMC.   

With the basic Detect and Response implementation of Blueshift Managed XDR, the platform can enable 
an organization to meet compliance on 14 practices across the 14 domains that make up CMMC. An 
organization that utilizes the full functionality of the Blueshift Managed XDR solution can potentially 
meet an additional 25 practices. In addition, organizations that implement the full suite of services that 
make up the Blueshift Managed XDR solution, which consists of Blueshift Managed XDR, Managed Data 
Defense, Managed Secure Storage, Whitelist Management, Email and File Share Security, and Physical 
Security Training could increase the total number of compliant practices to 50. All 50 applicable 
practices evaluated required an interview or technical demonstration.   

In addition, the Blueshift Managed XDR Platform touches on 38 practices that were previously defined 
for CMMC 1.0, these practices are listed under Table 2: Other Considerations. 

BLUESHIFT MANAGED XDR™ SUITE 
Blueshift Managed XDR™ 
Blueshift Managed XDR mixes several layers of highly automated, advanced detection and response 
technology with comprehensive security event logging, machine learning, deception, and vulnerability 
detection to maintain a complete of an IT infrastructure. Automation and filtering are applied, distilling 
alert volumes down to a meaningful and manageable total, constantly analyzed and reviewed by the 
Blueshift Cybersecurity 24-7-365 SOC.  

Blueshift Managed XDR Related CMMC Domains: 
• Access Control (AC) 
• Audit and Accountability (AU) 
• Security Assessment (CA) 
• Configuration Management (CM) 
• Incident Response (IR) 
• Risk Assessment (RM) 
• System and Communications Protection (SC) 
• System and Information Integrity (SI) 
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Managed Data Defense with Cigent® Plus 
Protection of Controlled Unclassified Information (“CUI”) is a critical requirement of CMMC Level 2 and 
above. Cigent’s Zero Trust file access solution, delivered as a service extension to Blueshift Managed 
XDR, defends designated CUI on the endpoint and beyond from advanced cyber-threats and malicious 
insiders by protecting individual files with both multi-factor authentication and encryption. Users can 
easily be added to any file to control access rights enforced with zero trust MFA. Files remain secure and 
under the organization’s control, if and when they are migrated to the cloud, attached to an email, 
saved to external storage, or shared with trusted users.  

Cigent Plus Related CMMC Domains: 
• Access Control (AC) 
• Audit and Accountability (AU) 
• Identification and Authentication (IA) 
• Media Protection (MP) 
• System and Communications Protection (SC) 
• System and Information Integrity (SI) 

 
Managed Secure Storage with Cigent® Secure SSD™ 
Cigent’s patented storage devices support configurable encrypted disk partitions that make data 
invisible to a cyber adversary who gains physical or remote access to the system. If security software is 
bypassed, a keep-alive sensor automatically encrypts and hides sensitive files.  When paired with Cigent 
Plus and actively monitored by Blueshift Managed XDR, the data remain secure and under an 
organization’s control from the storage layer to the cloud.  

SSD Related CMMC Domains: 
• Access Control (AC) 
• Identification and Authentication (IA) 
• Audit and Accountability (AU) 
• Maintenance (MA) 
• Media Protection (MP) 
• System and Communications Protection (SC) 
• System and Information Integrity (SI) 

 
Whitelist Management with PC Matic® 
Whitelisting is a cybersecurity technique whereby users can only take actions on their computer 
authorized by an administrator. Blueshift Managed XDR’s Managed Whitelisting provides an optimal 
user experience in that functions and access are automatically limited to safe content. PC Matic’s 
architecture utilizes elements from both architectures and implements an overall default-deny defense. 
Blueshift Managed XDR’s implementation of managed whitelisting constantly monitors a system’s 
processes and blocks them at the endpoint until they are validated. 

Whitelist Management Related CMMC Domains: 
• Access Control (AC) 
• Audit and Accountability (AU) 
• Configuration Management (CM) 
• Media Protection (MP) 
• Risk Assessment (RM) 
• System and Information Integrity (SI) 
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Physical Security Training with Strategic Solutions Unlimited® (SSU) 
Physical security means protecting physical assets that may reside in server rooms, private areas, or 
even your home office. If physical security is inadequate, the threat landscape expands, and security is 
compromised. Blueshift’s strategic partner, SSU, specializes in finding the right solutions for your 
information systems while maintaining CMMC requirements. They also demonstrate how to develop 
programs to find and manage physical threats. 

Physical Security Training Related CMMC Domains: 
• Access Control (AC) 
• Awareness and Training (AT) 
• Media Protection (MP) 
• Physical Protection (PE) 
• Personnel Security (PS) 

Email and File Share Security (Avanan®) 
The current #1 breach threat for users is phishing emails designed to steal sensitive information. 
Malware incidents frequently occur when hidden viruses are embedded in emails and act when opened 
by unsuspecting users.  Partner Avanan tackles cyber-attacks through proactive email security that 
captures, scans, and remediates targeted issues before attacks get to the users’ inbox. If the email is not 
malicious, it gets delivered. For file sharing, every time a file is clicked on, it is rescanned and then 
rewritten if malicious. To ensure the organization is not exposed, Blueshift Managed XDR will employ 
these advanced security measures to all internal, inbound, and outbound emails, as well as collaboration 
on file share apps. 

INTRODUCING THE CMMC FRAMEWORK 

As cybersecurity threats increase in intensity and impact, the U.S. Department of Defense (DoD) has 
created the Cybersecurity Maturity Model Certification (CMMC) as an effort to secure the Defense 
Industrial Base (DIB) supply chain. The CMMC is a training, certification, and third-party assessment 
program of cybersecurity in the DIB which is aimed at measuring the maturity of an organization’s 
cybersecurity processes toward demonstrating compliance with the protection of Federal Contract 
Information (FCI) and Controlled Unclassified Information (CUI). In the DoD’s guide, these are defined as: 

Federal Contract Information (FCI): Information provided by or generated for the Government under 
contract not intended for public release.  

Controlled Unclassified Information (CUI): Information that requires safeguarding or dissemination 
controls pursuant to and consistent with laws, regulations, and government-wide policies, excluding 
information that is classified under Executive Order 13526, Classified National Security Information, 
December 29, 2009, or any predecessor or successor order, or Atomic Energy Act of 1954, as amended. 

The CMMC framework consists of maturity processes and cybersecurity best practices from multiple 
cybersecurity standards, frameworks, and other references, as well as inputs from the DIB and DoD 
stakeholders. The model framework organizes these processes and practices into a set of domains and 
maps them across three levels. To provide additional structure, the framework also aligns the practices 
to a set of capabilities within each domain. 
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Figure 1: CMMC Model Framework 

 

The model uses the basic safeguarding requirements for the FCI specified in the Federal Acquisition Regulation 
(FAR) Clause 52.204-21 and the security requirements for CUI specified in the National Institute of Standards and 
Technology (NIST) Special Publication (SP) 800-171 per Defense Federal Acquisition Regulation Supplement 
(DFARS) Clause 252.204-7012 [3,4,5]. 

COMPARING NIST TO CMMC 

For contractors familiar with the use of NIST standards, CMMC will be more than a little familiar. NIST 
provides a major part of the framework used to create CMMC. However, CMMC is designed to take 
cybersecurity a step further and help eliminate some confusion and lack of success surrounding the 
implementation of NIST controls.  

While CMMC and NIST are both parts of the complete cybersecurity package and use many of the same 
standards, NIST compliance does not necessarily equal CMMC compliance. The reverse is not necessarily 
true either. CMMC compliance does not ensure NIST compliance. For many organizations, this is where 
the confusion comes in. Luckily, it does not mean that contractors will have double the amount of 
cybersecurity standards that existed in the past. In many ways, NIST and CMMC overlap and 
complement each other. To get a better understanding, it helps to compare the similarities and 
differences between NIST and CMMC.  

Similarities of NIST SP 800-171 Rev.2 to CMMC 

• Level 1 CMMC is completely composed of NIST standards 
• The implementation of NIST and CMMC are both derived from DFARS 
• Complete compliance with NIST SIP 800-171 provides many of the requirements for Level 3 

CMMC 

Differences Between NIST 800-171 Rev. 2 and CMMC 

• CMMC includes levels of compliance that provide some organizations with fewer requirements 
• CMMC requires third-party certification with no options for self-certification 
• Compliance with CMMC is required to even bid on contracts 
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• Subcontractors must be able to prove compliance instead of depending on primes for 
certification 

• Non-compliance will come with a higher cost 
• CMMC has practices and domains added that go beyond NIST standards 
• CMMC adds practice maturity which requires organizations to create a policy instead of simply 

applying controls and processes 

While all the additional requirements imposed by CMMC feel cumbersome at first, many of them are 
designed to take the guesswork and failures out of cybersecurity compliance. The goal is to make 
implementation simple enough to create a complete security system for every organization working 
with the DoD. For instance, separating CMMC into three levels eliminates the need for organizations to 
achieve security standards that extend far beyond their risks. The breakdown also makes the entire 
process easier to navigate for those striving for higher levels of compliance. The CMMC adds structure 
to NIST guidelines that provide clear instructions for a solid cybersecurity solution.  

CLARIFYING THE CMMC STRUCTURE 
CMMC 2.0 model is streamlined to three versus five levels 

• Eliminates CMMC 1.0 Levels 2 and 4: Developed as transition levels and never intended to be 
assessed requirements 

• Establishes three progressively sophisticated levels, depending on the type of information:  
o Level 1 (Foundational) – for companies with FCI only; information requires protection 

but is not critical to national security 
o Level 2 (Advanced) – for companies with CUI 
o Level 3 (Expert) – for the highest priority programs with CUI  

NIST SP 800-171 and NIST SP 800-172 Requirements will mirror in CMMC 2.0 

• Eliminates all CMMC unique practices and maturity processes: Work with NIST to address 
identified gaps in the NIST SP 800-171 

• Aligns Level 2 with NIST SP 800-171 
• Level 3 will use a subset of NIST SP 800-172 requirements 

CMMC Level 1 (Foundational) will require DIB company self-assessments. 

CMMC Level 2 (Advanced) may require third-party or self-assessments, depending on the type of 
information. 

• Requires third-party assessments for prioritized acquisitions: Companies will be responsible for 
obtaining an assessment and certification prior to contract award. 

• Requires self-assessments for other non-prioritized acquisitions: Companies will complete and 
report a CMMC Level 2 self-assessment and submit senior official affirmations to SPRS.  

CMMC Level 3 (Expert) will be assessed by government officials. 
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Plan of Action and  Milestones (POA&M) and CMMC 

Strictly time-bound: Potentially 180 days (about 6 months); Contracting Officers can use normal 
contractual remedies to address a DIB contractor’s failure to meet their cybersecurity requirements 
after the defined timeline 

Limited use: Will not allow POA&Ms for highest-weighted requirements; will establish a “minimum 
score” requirement to support certification with POA&Ms.  

Waivers will be allowed on an extremely limited basis, accompanied by strategies to mitigate CUI risk. 

• Only allowed in select mission critical instances: Government program office will submit the 
waiver request package including justification and risk mitigation strategies. 

• Strictly time bound: Timing to be determined on a case-by-case basis; Contracting Officers can 
use normal contractual remedies to address a DIB contractor’s failure to meet their 
cybersecurity requirements after the defined timeline. 

• Will require senior DoD approval to minimize potential misuse of the waiver process 

The CMMC-AB created a certification element added to verify the implementation processes and 
practices associated with the achievement of the varying maturity levels. CMMC is designed to provide 
increased assurance to the DoD that a DIB contractor can adequately protect CUI at a level 
commensurate with the risk, accounting for information flow down to its subcontractors in a multi-tier 
supply chain. When implementing CMMC, a DIB contractor can achieve a specific CMMC level for its 
entire enterprise network or a particular segment (or segments) and enclaves, depending upon where 
the information to be protected is handled and stored.  

The CMMC framework consists of 14 capability domains. A domain is a distinct group of security 
practices which have similar attributes to each other and are key to the protection of FCI and CUI, either 
individually or in combination. The following table outlines the domains defined in the CMMC for the 
protection of FCI and CUI within the CMMC framework. The seventeen capability domains are seen in 
Figure 2 below. 
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CMMC IMPLEMENTATION 

A major part of preparing for CMMC compliance is determining your target level of compliance. The 
purpose of creating a framework with three levels is to allow organizations to match their security level 
with potential risks. Instead of each organization facing the burden of Level 3 CMMC, most organizations 
will only need to comply with the standard outlined in the first two levels.  

 

Figure 2: CMMC Capability Domains 

The CMMC recognizes multiple considerations including regulations, type and sensitivity of the information, 
threats, costs, implementation, complexity, diversity within the DIB sector, assessment implications, and other 
factors. These areas collectively improve an organization’s alignment with the processes, practices, and detailed 
factors from the 3 CMMC levels. As such, the CMMC levels can simply be categorized as the following:  

 

Figure 3: CMMC Model v2.0: Number of Practices and Processes Introduced at each Level 

Note: The information in this presentation reflects the Department’s strategic intent with respect to the CMMC program. The Department will 
be engaging in rulemaking and internal resourcing as part of implementation, and program details are subject to change during these processes 
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CMMC Maturity Progression 

The CMMC measures cybersecurity maturity with three levels and aligns a set of processes and practices 
with the type and sensitivity of the information to be protected and the associated range of threats. 
Here is what is required at each of the three levels: 

Level 1 requires an organization to document select practices where required.  

Level 2 requires an organization to include the documented practices from Level 1 and requires an 
organization to document each practice at this level and each subordinate level. There must be a policy 
that exists that includes all activities for this level. The organization must have a plan in place that is 
maintained and resourced to include all activities (i.e., planning activities may include mission goals, 
project plan, resourcing, required training, and relevant stakeholders).  

Level 3 requires an organization to document each practice at this level and each subordinate level. 
There must be a policy and a plan that exists that includes all activities (as described in Level 2) at this 
level. Activities must be reviewed and measured for effectiveness – the results of these reviews must be 
shared with higher-level management. Activities must be reviewed and measured for their 
effectiveness. A standardized approach across all applicable organizational units must be documented. 

CMMC Practice Progression 

Level 1 is made up of 17 practices. The Foundational practice is equivalent to all Federal Acquisition 
Regulation practices (FAR) 48 CFR 52.204-21.  

Level 2 is made up of 110 practices. This level practice is called Advanced, which requires organizations 
to comply with the FAR from Level 1, and it encompasses all practices from NIST SP 800-171 Rev. 2 and 
(DFARS) 252.204-7012.  

Level 3 is made up of 121+ practices. This level is called Expert, which requires organizations to comply 
with the FAR from Level 1, and it encompasses all practices from NIST SP 800-171 Rev. 2. Level 3 
includes a select subset of four practices from Draft NIST SP 800-171B. Level 3 includes an additional 
eleven practices to demonstrate an advanced cybersecurity program.  

CMMC compliance dictates 14 maturity processes and 121+ cybersecurity practices organizationally 
evolving across three maturity levels. The CMMC maturity processes are intended to institutionalize 
cybersecurity actions to ensure consistency, repeatability, and quality. CMMC practices deliver a range 
of mitigation across the maturity levels, starting with basic safeguarding at Level 1, moving to the broad 
protection of CUI at Level 2, and culminating with reducing the risk from Advanced Persistent Threats 
(APTs) at Levels 3. The CMMC framework is coupled with a certification lifecycle of implemented 
processes and practices, which verify the organization's creation and evolution of processes and 
practices. This certification lifecycle is annually audited by a CMMC C3PAO, culminating in a compliance 
maturity report.  
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BUSINESS IMPACT OF THE CMMC FRAMEWORK 

The new CMMC program will require certifications for all contractors doing business with the DoD. The 
affected contractors include companies indirectly doing business with the DoD through subcontracts 
and companies that sell commercial products or services to the DoD. The primary impact businesses will 
face with CMMC is not a new impact. Before CMMC, contracting authorities and certain contractors had 
to request a System Security Plan (SSP) and a Plan of Actions and Milestones (POA&M) in response to 
DFARS Clause 252.204-7012 Safeguarding Covered Defense Information and Cyber Incident Reporting. 
Requests were made after a contract award was granted. These actions led to some organizations 
allegedly being in non-compliance with the Federal procurement cybersecurity requirements, mandated 
by the Civil False Claims Act, 31 U.S.C. §§ 3729-33 (FCA). Currently, CMMC forces requesting an SSP and 
POA&M before award, thereby potentially mitigating the misrepresentation of cybersecurity efforts.  

Contractors will be evaluated based on their documentation of policies and how they implement the 
administrative and technical controls in those policies. The evaluations will result in a certification level 
of 1 through 3, with level 3 being the highest and most secure. A higher certification level might result in 
a contractor being eligible to bid on a greater number of contracts. A contractor will know which CMMC 
level is required for a contract upon the DoD’s release of the specification required for CMMC level in 
Requests for Information (RFIs) and Requests for Proposal (RFPs).  

For DIB companies that do not handle CUI but possess FCI, they must meet FAR Clause 52.204-21 and 
must be certified at a minimum of CMMC Level 1. Companies that solely produce Commercial-Off-The-
Shelf (COTS) products do not require CMMC certification.  

CMMC and Subcontractors 

According to the Office of the Under Secretary of Defense for Acquisition & Sustainment (OUSD[A&S]), 
subcontractors must obtain a CMMC certification (i.e., Level 1) if they do not solely produce COTS 
products. The level of CMMC certification depends upon the type and nature of the information 
provided flowed down from their prime contractor. Additionally, a prime contractor may require Level 2 
certification for a contract, while subcontractors may require different certification levels. Prime 
contractors will work with contracting officers to determine the CMMC levels required for 
subcontractors. The process to determine subcontractors’ CMMC certification requirements is still 
evolving. 

ADDITIONAL RELEVANT PUBLICATIONS 

The CMMC framework was created in collaboration with a community of DoD stakeholders, University 
Affiliated Research Centers (UARCs), Federally Funded Research and Development Centers (FFRDCs), 
and the DIB sector. As such, the following list of publications was referenced for the creation of the 
framework:  

• FAR 48 CFR 52.204-21  
• NIST SP 800-171 Rev. 2  
• Draft NIST SP 800-171B  
• DFARS Clause 252.204-7012 [3,4,5]  
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• Federal Information Processing Standards (FIPS) Publication 200  
• Aerospace Industries Association (AIA) - National Aerospace Standard (NAS) 9933  
• Center for Internet Security (CIS) Controls v7.1  
• CERT Resilience Management Model (RMM) v1.2  
• NIST Framework for Improving Critical Infrastructure Cybersecurity (CSF) v1.1  
• NIST SP 800-53 Rev. 4  

 
Chart 1: Evaluation Results 

 

 
Table 1: CMMC 2.0 Practices Evaluated 

ACCESS CONTROL 

CMMC 2.0 Description of Control Blueshift 
Managed XDR 

Cigent 
Plus 

Cigent Plus  
& Cigent 

Secure SSD 
PC Matic® Results 

AC.L1-3.1.1 

Limit information system access to 
authorized users, processes acting on 
behalf of authorized users, or devices 
(including other information 
systems). 

        N/A 

AC.L1-3.1.2 

Limit information system access to 
the types of transactions and 
functions that authorized users are 
permitted to execute. 

        N/A 
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AC.L1-3.1.20 
Verify and control/limit connections 
to and use of external information 
systems. 

x       Met 

AC.L1-3.1.22 
Control information posted or 
processed on publicly accessible 
information systems. 

        N/A 

AC.L2-3.1.9 Provide privacy and security notices 
consistent with applicable CUI rules.         N/A 

AC.L2-3.1.21 Limit use of portable storage devices 
on external systems. 

Detect/Report 
Only        Enables 

AC.L2-3.1.5 

Employ the principle of least 
privilege, including for specific 
security functions and privileged 
accounts. 

        N/A 

AC.L2-3.1.6 
Use non-privileged accounts or roles 
when accessing nonsecurity 
functions. 

        N/A 

AC.L2-3.1.8 Limit unsuccessful logon attempts. Detect/Report 
Only       Met 

AC.L2-3.1.10 

Use session lock with pattern-hiding 
displays to prevent access and 
viewing of data after a period of 
inactivity. 

        N/A 

AC.L2-3.1.16 Authorize wireless access prior to 
allowing such connections.         N/A 

AC.L2-3.1.12 Monitor and control remote access 
sessions. x       Met 

AC.L2-3.1.17 
Employ cryptographic mechanisms to 
protect the confidentiality of remote 
access sessions. 

Detect/Report 
Only       Enables 

AC.L2-3.1.14 Route remote access via managed 
access control points.         N/A 
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AC.L2-3.1.3 Control the flow of CUI in accordance 
with approved authorizations.         N/A 

AC.L2-3.1.4 
Separate the duties of individuals to 
reduce the risk of malevolent activity 
without collusion. 

        N/A 

AC.L2-3.1.7 

Prevent non-privileged users from 
executing privileged functions and 
capture the execution of such 
functions in audit logs. 

Detect/Report 
Only       Enables 

AC.L2-3.1.11 Terminate (automatically) user 
sessions after a defined condition.         N/A 

AC.L2-3.1.18 Control connection of mobile devices. Detect/Report 
Only       Enables 

AC.L2-3.1.15 

Authorize remote execution of 
privileged commands and remote 
access to security-relevant 
information. 

        N/A 

AC.L2-3.1.19 Encrypt CUI on mobile devices and 
mobile computing platforms.   x x   Pending 

AUDIT AND ACCOUNTABILITY 

CMMC 2.0 Description of Control Blueshift 
Managed XDR 

Cigent 
Plus 

Cigent Plus  
& Cigent 

Secure SSD 
PC Matic® Results 

AU.L2-3.3.2 

Ensure that the actions of individual 
system users can be uniquely traced 
to those users so they can be held 
accountable for their actions. 

x       Met 

AU.L2-3.3.1 

Create and retain system audit logs 
and records to the extent needed to 
enable the monitoring, analysis, 
investigation, and reporting of 
unlawful or unauthorized system 
activity. 

x       Met 
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AU.L2-3.3.7 

Provide a system capability that 
compares and synchronizes internal 
system clocks with an authoritative 
source to generate time stamps for 
audit records. 

x       Met 

AU.L2-3.3.3 Review and update logged events. x       Met 

AU.L2-3.3.8 
Protect audit information and audit 
logging tools from unauthorized 
access, modification, and deletion. 

x       Met 

AU.L2-3.3.9 
Limit management of audit logging 
functionality to a subset of privileged 
users. 

x       Met 

AU.L2-3.3.5 

Correlate audit record review, 
analysis, and reporting processes for 
investigation and response to 
indications of unlawful, unauthorized, 
suspicious, or unusual activity. 

x       Met 

AU.L2-3.3.6 
Provide audit record reduction and 
report generation to support on-
demand analysis and reporting. 

x       Met 

AWARENESS AND TRAINING 

CMMC 2.0 Description of Control Blueshift 
Managed XDR 

Cigent 
Plus 

Cigent Plus  
& Cigent 

Secure SSD 
PC Matic® Results 

AT.L2-3.2.1 

Ensure that managers, system 
administrators, and users of 
organizational systems are made 
aware of the security risks associated 
with their activities and of the 
applicable policies, standards, and 
procedures related to the security of 
those systems. 

        N/A 
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AT.L2-3.2.2 

Ensure that personnel are trained to 
carry out their assigned information 
security-related duties and 
responsibilities. 

        N/A 

AT.L2-3.2.3 
Provide security awareness training 
on recognizing and reporting 
potential indicators of insider threat. 

        N/A 

CONFIGURATION MANAGEMENT 

CMMC 2.0 Description of Control Blueshift 
Managed XDR 

Cigent 
Plus 

Cigent Plus  
& Cigent 

Secure SSD 
PC Matic® Results 

CM.L2-3.4.6 

Establish and maintain baseline 
configurations and inventories of 
organizational systems (including 
hardware, software, firmware, and 
documentation) throughout the 
respective system development life 
cycles. 

x       Enables 

CM.L2-3.4.6 

Employ the principle of least 
functionality by configuring 
organizational systems to provide 
only essential capabilities. 

        N/A 

CM.L2-3.4.9 Control and monitor user-installed 
software. x       Met 

CM.L2-3.4.2 

Establish and enforce security 
configuration settings for information 
technology products employed in 
organizational systems. 

Detect/Report 
Only       Enables 

CM.L2-3.4.3 
Track, review, approve, or 
disapprove, and log changes to 
organizational systems. 

        N/A 

CM.L2-3.4.4 Analyze the security impact of 
changes prior to implementation.         N/A 

CM.L2-3.4.5 

Define, document, approve, and 
enforce physical and logical access 
restrictions associated with changes 
to organizational systems. 

        N/A 

CM.L2-3.4.7 
Restrict, disable, or prevent the use of 
nonessential programs, functions, 
ports, protocols, and services. 

Detect/Report 
Only       Enables 
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CM.L2-3.4.8 

Apply deny-by-exception (blacklisting) 
policy to prevent the use of 
unauthorized software or deny all, 
permit-by-exception (whitelisting) 
policy to allow the execution of 
authorized software. 

      x  Met 

IDENTIFICATION AND AUTHENTICATION 

CMMC 2.0 Description of Control Blueshift 
Managed XDR 

Cigent 
Plus 

Cigent Plus  
& Cigent 

Secure SSD 
PC Matic® Results 

IA.L1-3.5.1 
Identify information system users, 
processes acting on behalf of users, 
or devices. 

        N/A 

IA.L1-3.5.2 

Authenticate (or verify) the identities 
of those users, processes, or devices, 
as a prerequisite to allowing access to 
organizational information systems. 

        N/A 

IA.L2-3.5.7 
Enforce a minimum password 
complexity and change of characters 
when new passwords are created. 

        N/A 

IA.L2-3.5.8 Prohibit password reuse for a 
specified number of generations.         N/A 

IA.L2-3.5.9 
Allow temporary password use for 
system logons with an immediate 
change to a permanent password. 

        N/A 

IA.L2-3.5.10 
Store and transmit only 
cryptographically protected 
passwords. 

Detect/Report 
Only       Enables 

IA.L2-3.5.11 Obscure feedback of authentication 
information.         N/A 

IA.L2-3.5.3 

Use multifactor authentication for 
local and network access to privileged 
accounts and for network access to 
non-privileged accounts. 

        N/A 

IA.L2-3.5.4 

Employ replay-resistant 
authentication mechanisms for 
network access to privileged and 
nonprivileged accounts. 

        N/A 

IA.L2-3.5.5 Prevent the reuse of identifiers for a 
defined period.         N/A 

IA.L2-3.5.6 Disable identifiers after a defined 
period of inactivity.         N/A 
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INCIDENT RESPONSE 

CMMC 2.0 Description of Control Blueshift 
Managed XDR 

Cigent 
Plus 

Cigent Plus  
& Cigent 

Secure SSD 
PC Matic® Results 

IR.L2-3.6.1 

Establish an operational incident-
handling capability for organizational 
systems that includes preparation, 
detection, analysis, containment, 
recovery, and user response 
activities. 

x       Enables 

IR.L2-3.6.2 

Track, document, and report 
incidents to designated officials 
and/or authorities both internal and 
external to the organization. 

x       Enables 

IR.L2-3.6.3 Test the organizational incident 
response capability. x       Enables 

MAINTENANCE 

CMMC 2.0 Description of Control Blueshift 
Managed XDR 

Cigent 
Plus 

Cigent Plus  
& Cigent 

Secure SSD 
PC Matic® Results 

MA.L2-3.7.1 Perform maintenance on 
organizational systems.         N/A 

MA.L2-3.7.2 

Provide controls on the tools, 
techniques, mechanisms, and 
personnel used to conduct system 
maintenance. 

        N/A 

MA.L2-3.7.5 

Require multifactor authentication to 
establish nonlocal maintenance 
sessions via external network 
connections and terminate such 
connections when nonlocal 
maintenance is complete. 

        N/A 

MA.L2-3.7.6 
Supervise the maintenance activities 
of personnel without required access 
authorization. 

        N/A 

MA.L2-3.7.3 
Ensure equipment removed for off-
site maintenance is sanitized of any 
CUI. 

    x   Enables 

MA.L2-3.7.4 

Check media containing diagnostic 
and test programs for malicious code 
before the media are used in 
organizational systems. 

        N/A 
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MEDIA PROTECTION 

CMMC 2.0 Description of Control Blueshift 
Managed XDR 

Cigent 
Plus 

Cigent Plus  
& Cigent 

Secure SSD 
PC Matic® Results 

MP.L1-3.8.3 

Sanitize or destroy information 
system media containing Federal 
Contract Information before disposal 
or release for reuse. 

    x   Enables 

MP.L2-3.8.1 

Protect (i.e., physically control and 
securely store) system media 
containing CUI, both paper and 
digital. 

        N/A 

MP.L2-3.8.2 Limit access to CUI on system media 
to authorized users.   x x   Met 

MP.L2-3.8.7 Control the use of removable media 
on system components. 

Detect/Report 
Only  

    Enables 

MP.L2-3.8.4 Mark media with necessary CUI 
markings and distribution limitations.         N/A 

MP.L2-3.8.8 
Prohibit the use of portable storage 
devices when such devices have no 
identifiable owner. 

Detect/Report 
Only  

    Enables 

MP.L2-3.8.5 

Control access to media containing 
CUI and maintain accountability for 
media during transport outside of 
controlled areas. 

    x   Enables 

MP.L2-3.8.6 

Implement cryptographic 
mechanisms to protect the 
confidentiality of CUI stored on digital 
media during transport unless 
otherwise protected by alternative 
physical safeguards. 

  x x   Pending 

MP.L2-3.8.9 Protect the confidentiality of backup 
CUI at storage locations.         N/A 
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PERSONNEL SECURITY 

CMMC 2.0 Description of Control Blueshift 
Managed XDR 

Cigent 
Plus 

Cigent Plus  
& Cigent 

Secure SSD 
PC Matic® Results 

PS.L2-3.9.1 
Screen individuals prior to authorizing 
access to organizational systems 
containing CUI. 

        N/A 

PS.L2-3.9.2 

Ensure that organizational systems 
containing CUI are protected during 
and after personnel actions such as 
terminations and transfers. 

        N/A 

PHYSICAL PROTECTION 

CMMC 2.0 Description of Control Blueshift 
Managed XDR 

Cigent 
Plus 

Cigent Plus  
& Cigent 

Secure SSD 
PC Matic® Results 

PE.L1-3.10.1 

Limit physical access to organizational 
information systems, equipment, and 
the respective operating 
environments to authorized 
individuals. 

        N/A 

PE.L1-3.10.3 Escort visitors and monitor visitor 
activity.         N/A 

PE.L1-3.10.4 Maintain audit logs of physical access.         N/A 

PE.L1-3.10.5 Control and manage physical access 
devices.         N/A 

PE.L2-3.10.2 
Protect and monitor the physical 
facility and support infrastructure for 
organizational systems. 

        N/A 

PE.L2-3.10.6 Enforce safeguarding measures for 
CUI at alternate work sites.   x x   Met 
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RISK ASSESSMENT 

CMMC 2.0 Description of Control Blueshift 
Managed XDR 

Cigent 
Plus 

Cigent Plus  
& Cigent 

Secure SSD 
PC Matic® Results 

RM.L2-3.11.1 

Periodically assess the risk to 
organizational operations 
(including mission, functions, 
image, or reputation), 
organizational assets, and 
individuals, resulting from the 
operation of organizational systems 
and the associated processing, 
storage, or transmission of CUI. 

        N/A 

RM.L2-3.11.2 

Scan for vulnerabilities in 
organizational systems and 
applications periodically and when 
new vulnerabilities affecting those 
systems and applications are 
identified. 

x       Met 

RM.L2-3.11.3 Remediate vulnerabilities in 
accordance with risk assessments.         N/A 

SECURITY ASSESSMENT 

CMMC 2.0 Description of Control Blueshift 
Managed XDR 

Cigent 
Plus 

Cigent Plus  
& Cigent 

Secure SSD 
PC Matic® Results 

CA.L2-3.12.4 

Develop, document, and 
periodically update system security 
plans that describe system 
boundaries, system environments 
of operation, how security 
requirements are implemented, 
and the relationships with or 
connections to other systems. 

        N/A 

CA.L2-3.12.1 

Periodically assess the security 
controls in organizational systems 
to determine if the controls are 
effective in their application. 

        N/A 

CA.L2-3.12.2 

Develop and implement plans of 
action designed to correct 
deficiencies and reduce or 
eliminate vulnerabilities in 
organizational systems. 

        N/A 
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CA.L2-3.12.3 

Monitor security controls on an 
ongoing basis to ensure the 
continued effectiveness of the 
controls. 

x       Met 

SYSTEM AND COMMUNICATION PROTECTION 

CMMC 2.0 Description of Control Blueshift 
Managed XDR 

Cigent 
Plus 

Cigent Plus  
& Cigent 

Secure SSD 
PC Matic® Results 

SC.L1-3.13.1 

Monitor, control, and protect 
organizational communications 
(i.e., information transmitted or 
received by organizational 
information systems) at the 
external boundaries and key 
internal boundaries of the 
information systems. 

x       Met 

SC.L1-3.13.5 

Implement subnetworks for 
publicly accessible system 
components that are physically or 
logically separated from internal 
networks. 

        N/A 

SC.L2-3.13.12 

Prohibit remote activation of 
collaborative computing devices 
and provide indication of devices in 
use to users present at the device. 

       N/A 

SC.L2-3.13.11 
Employ FIPS-validated 
cryptography when used to protect 
the confidentiality of CUI. 

    
With FIPS 
Enabled 
Drives 

  Met 

SC.L2-3.13.2 

Employ architectural designs, 
software development techniques, 
and systems engineering principles 
that promote effective information 
security within organizational 
systems. 

        N/A 

SC.L2-3.13.3 Separate user functionality from 
system management functionality.         N/A 

SC.L2-3.13.4 
Prevent unauthorized and 
unintended information transfer 
via shared system resources. 

  x x   Enables 
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SC.L2-3.13.6 

Deny network communications 
traffic by default and allow network 
communications traffic by 
exception (i.e., deny all, permit by 
exception). 

Detect/Report 
Only       Met 

SC.L2-3.13.7 

Prevent remote devices from 
simultaneously establishing non-
remote connections with 
organizational systems and 
communicating via some other 
connection to resources in external 
networks (i.e., split tunneling). 

        N/A 

SC.L2-3.13.8 

Implement cryptographic 
mechanisms to prevent 
unauthorized disclosure of CUI 
during transmission unless 
otherwise protected by alternative 
physical safeguards. 

Detect/Report 
Only x x   Pending 

SC.L2-3.13.9 

Terminate network connections 
associated with communications 
sessions at the end of the sessions 
or after a defined period of 
inactivity. 

        N/A 

SC.L2-3.13.10 

Establish and manage 
cryptographic keys for 
cryptography employed in 
organizational systems. 

  x x   Pending 

SC.L2-3.13.13 Control and monitor the use of 
mobile code.         N/A 

SC.L2-3.13.14 
Control and monitor the use of 
Voice over Internet Protocol (VoIP) 
technologies. 

Detect/Report 
Only       Met 

SC.L2-3.13.15 Protect the authenticity of 
communications sessions.         N/A 

SC.L2-3.13.16 Protect the confidentiality of CUI at 
rest.   x x   Enables 

  



 

 pg. 25 

SYSTEM AND INFORMATION INTEGRITY 

CMMC 2.0 Description of Control Blueshift 
Managed XDR 

Cigent 
Plus 

Cigent Plus  
& Cigent 

Secure SSD 
PC Matic® Results 

SI.L1-3.14.1 
Identify, report, and correct 
information and information 
system flaws in a timely manner. 

x       Met 

SI.L1-3.14.2 

Provide protection from malicious 
code at appropriate locations 
within organizational information 
systems. 

x       Met 

SI.L1-3.14.4 
Update malicious code protection 
mechanisms when new releases 
are available. 

x       Met 

SI.L1-3.14.5 

Perform periodic scans of the 
information system and real-time 
scans of files from external sources 
as files are downloaded, opened, or 
executed. 

x      x  Met 

SI.L2-3.14.3 
Monitor system security alerts and 
advisories and take action in 
response. 

x x x   Met 

SI.L2-3.14.6 

Monitor organizational systems, 
including inbound and outbound 
communications traffic, to detect 
attacks and indicators of potential 
attacks. 

x       Met 

SI.L2-3.14.7 Identify unauthorized use of 
organizational systems. x x x   Met 
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Table 2: Other Considerations 
ACCESS CONTROL (CMMC 1.0) 

CMMC 1.0 Description of Control Blueshift 
Managed XDR 

Cigent 
Plus 

Cigent Plus  & 
Cigent Secure 

SSD 
Avanan® Results 

AC.4.023 
Control information flows between 
security domains on connected 
systems. 

Detect/Report 
Only       Enables 

AC.4.032 

Restrict remote network access 
based on organizationally defined risk 
factors such as time of day, location 
of access, physical location, network 
connection state, and measured 
properties of the current user and 
role. 

Detect/Report 
Only       Enables 

AC.5.024 
Identify and mitigate risk associated 
with unidentified wireless access 
points connected to the network. 

Detect/Report 
Only       Enables 

AM.4.226 

Employ a capability to discover and 
identify systems with specific 
component attributes (e.g., firmware 
level, OS type) within your inventory. 

x       Met 

AUDIT AND ACCOUNTABILITY (CMMC 1.0) 

CMMC 1.0 Description of Control Blueshift 
Managed XDR 

Cigent 
Plus 

Cigent Plus  & 
Cigent Secure 

SSD 
Avanan® Results 

AU.2.044 Review audit logs. x       Enables 

AU.3.046 Alert in the event of an audit logging 
process failure. x       Met 

AU.3.048 Collect audit information (e.g., logs) 
into one or more central repositories. x       Met 

AU.4.053 

Automate analysis of audit logs to 
identify and act on critical indicators 
(TTPs) and/or organizationally 
defined suspicious activity. 

x       Met 
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AU.4.054 
Review audit information for broad 
activity in addition to per-machine 
activity. 

x       Met 

AU.5.055 

Identify assets not reporting audit 
logs and assure appropriate 
organizationally defined systems are 
logging. 

x       Met 

INCIDENT RESPONSE (CMMC 1.0) 

CMMC 1.0 Description of Control Blueshift 
Managed XDR 

Cigent 
Plus 

Cigent Plus  & 
Cigent Secure 

SSD 
Avanan® Results 

IR.2.093 Detect and report events. x       Met 

IR.2.094 
Analyze and triage events to support 
event resolution and incident 
declaration. 

x       Met 

IR.2.096 
Develop and implement responses to 
declared incidents according to pre-
defined procedures. 

x       Met 

IR.2.097 
Perform root cause analysis on 
incidents to determine underlying 
causes. 

x       Met 

IR.4.100 

Use knowledge of attacker tactics, 
techniques, and procedures in 
incident response planning and 
execution. 

x       Met 

IR.4.101 
Establish and maintain a security 
operations center capability that 
facilitates a 24/7 response capability. 

x       Met 
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IR.5.102 

Use a combination of manual and 
automated, real-time responses to 
anomalous activities that match 
incident patterns. 

x       Met 

IR.5.106 

In response to cyber incidents, utilize 
forensic data gathering across 
impacted systems, ensuring the 
secure transfer and protection of 
forensic data. 

x       Met 

IR.5.108 

Establish and maintain a cyber 
incident response team that can 
investigate an issue physically or 
virtually at any location within 24 
hours. 

x        Enables 

IR.5.110 
Perform unannounced operational 
exercises to demonstrate technical 
and procedural responses. 

x       Enables 

RISK MANAGEMENT (CMMC 1.0) 

CMMC 1.0 Description of Control Blueshift 
Managed XDR 

Cigent 
Plus 

Cigent Plus  & 
Cigent Secure 

SSD 
Avanan® Results 

RM.4.149 Catalog and periodically update 
threat profiles and adversary TTPs. x       Met 

RM.4.150 

Employ threat intelligence to inform 
the development of the system and 
security architectures, selection of 
security solutions, monitoring, threat 
hunting, and response and recovery 
activities. 

x       Met 

RM.4.151 

Perform scans for unauthorized ports 
available across perimeter network 
boundaries over the organization's 
Internet network boundaries and 
other organizationally defined 
boundaries. 

x       Met 
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RM.5.155 

Analyze the effectiveness of security 
solutions at least annually to address 
anticipated risk to the system and the 
organization based on current and 
accumulated threat intelligence. 

x       Met 

SECURITY ASSESSMENT (CMMC 1.0) 

CMMC 1.0 Description of Control Blueshift 
Managed XDR 

Cigent 
Plus 

Cigent Plus  & 
Cigent Secure 

SSD 
Avanan® Results 

SA.3.169 

Receive and respond to cyber threat 
intelligence from information sharing 
forums and sources and 
communicate to stakeholders. 

x       Met 

SA.4.171 

Establish and maintain a cyber threat 
hunting capability to search for 
indicators of compromise in 
organizational systems and detect, 
track, and disrupt threats that evade 
existing controls. 

x       Met 

SA.4.173 
Design network and system security 
capabilities to leverage, integrate, 
and share indicators of compromise. 

x       Met 

SYSTEM COMMUNICATION PROTECTION (CMMC 1.0) 

CMMC 1.0 Description of Control Blueshift 
Managed XDR 

Cigent 
Plus 

Cigent Plus  & 
Cigent Secure 

SSD 
Avanan® Results 

SC.2.179 Use encrypted sessions for the 
management of network devices. 

Detect/Report 
Only       Enables 

SC.3.192 Implement Domain Name System 
(DNS) filtering services. 

Detect/Report 
Only       Enables 
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SC.4.199 
Utilize threat intelligence to 
proactively block DNS requests from 
reaching malicious domains. 

x       Met 

SC.5.198 

Configure monitoring systems to 
record packets passing through the 
organization's Internet network 
boundaries and other 
organizationally defined boundaries. 

x       Met 

SC.5.208 

Employ organizationally defined and 
tailored boundary protections in 
addition to commercially available 
solutions. 

x       Enables 

SC.5.230 Enforce port and protocol 
compliance. 

Detect/Report 
Only       Enables 

SYSTEM AND INFORMATION INTEGRITY (CMMC 1.0) 

CMMC 1.0 Description of Control Blueshift 
Managed XDR 

Cigent 
Plus 

Cigent Plus  & 
Cigent Secure 

SSD 
Avanan® Results 

SI.3.219 Implement email forgery protections.       x Met 

SI.3.220 Utilize sandboxing to detect or block 
potentially malicious email.       x Met 

SI.4.221 

Use threat indicator information 
relevant to the information and 
systems being protected and 
effective mitigations obtained from 
external organizations to inform 
intrusion detection and threat 
hunting. 

x       Met 

SI.5.223 
Monitor individuals and system 
components on an ongoing basis for 
anomalous or suspicious behavior. 

x       Met 



 

 pg. 31 

ABOUT THE AUTHOR 
Nicci Angus | Senior Cybersecurity Consultant , Gray Analytics 

As a veteran in the Managed Security Service space, Nicci started as a project manager and after years of 
perfecting processes as a liaison between teams, he migrated to an engineering role focused on 
improving the client on-boarding experience. In addition, Nicci’s eye for process gaps led him to be one 
of a distinguished few selected to redefine and implement business operations improvements to ensure 
a heavy focus on client satisfaction for one of the largest MSSPs in the nation. 

ABOUT GRAY ANAYTICS© 
In a world filled with complex threats, Gray Analytics brings clarity to the critical mission of 
cybersecurity. As a cybersecurity risk management company, Gray Analytics supplies best-practice 
services across a broad spectrum of cyber scenarios, from Supply Chain Intelligence to Enterprise 
Cybersecurity, for both government and commercial customers. 

Gray Analytics starts by helping clients define their biggest threats, with proven follow-through for 
managing and defending critical ecosystems. For government contractors Gray Analytics offers CMMC 
2.0, NIST, and RMF Compliance support that is second to none. 

 

  


	WHO IS BLUESHIFT CYBERSECURITY™?
	Evaluation Plan
	Evaluation Process
	5. Categorizations of Findings

	Evaluation Results

	BLUESHIFT MANAGED XDR™ SUITE
	Blueshift Managed XDR™
	Managed Data Defense with Cigent® Plus
	Managed Secure Storage with Cigent® Secure SSD™
	Whitelist Management with PC Matic®
	Physical Security Training with Strategic Solutions Unlimited® (SSU)
	Email and File Share Security (Avanan®)

	INTRODUCING THE CMMC FRAMEWORK
	COMPARING NIST TO CMMC
	CLARIFYING THE CMMC STRUCTURE
	CMMC IMPLEMENTATION
	CMMC Maturity Progression
	CMMC Practice Progression

	BUSINESS IMPACT OF THE CMMC FRAMEWORK
	CMMC and Subcontractors

	ADDITIONAL RELEVANT PUBLICATIONS
	Chart 1: Evaluation Results
	Table 1: CMMC 2.0 Practices Evaluated
	Table 2: Other Considerations
	ABOUT THE AUTHOR
	ABOUT GRAY ANAYTICS©

