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1. Introduction
Our Mission
We provide a high quality British style international education in English, balancing tradition and
innovation.
We aim to be the internationally recognised, outstanding educational choice for families in the region.
Our passion is creating a positive, safe and nurturing learning environment in which everyone is
valued as individuals, empowering them to be versatile, motivated and caring people.
We will endeavour to create opportunities to develop creativity, collaboration and critical thinking
skills through an inclusive and personalised experience.
Our Values
Excellence - We strive for excellence in everything we do.
Respect - We learn at school by showing respect to everyone in the community
Responsibility - We are engaged, promoting actions and behaviours that support a sustainable future.
Integrity - We are transparent, honest and ethical in all our relationships.
Compassion - We are kind and caring, encouraging everyone to succeed.
Handling a crisis is more or less a normal part of school life, but some incidents are significantly more
critical or overwhelming in character than others. The British International School of Ljubljana (BISL)
and Orbital Education are ultimately responsible for the security and welfare of all students, staff,
parents and other users of the premises, but individuals also have a duty to look after their own and
others’ security and welfare. As a school, we are committed to the prevention of incidents, but
understand that should a crisis event occur, the best way to manage it calmly and successfully is
through effective preparation.
This Policy and the attached Handbook of the procedures for a variety of potential crisis events should
be considered in conjunction with, and with reference to:
• BISL Policies:
§ Health & Safety;
§ Trips & Off-Site Activities;
§ Child Protection & Safeguarding:
§ First Aid & Managing Medical Conditions;
§ E-Safety & Acceptable Use of ICT Policy;
§ Curriculum policies and section/subject handbooks;
• BISL Staff and Student Handbooks.
• Orbital Education policies and procedures;
• Health & Safety At Work Act (ZVZD-1, 2011) (Slovenia);
• Fire Protection Act (ZVPoz-UPB1, 2007) (Slovenia);
• Health & Safety at Work Act, 1974 (UK);
• Guidance via UK, US or other embassies and related agencies (e.g NATSCO or State
Department) as appropriate.

2. Definitions
Critical Incident:
Critical incidents may result from a single sudden and unexpected event (serious/fatal injury to
a member of the school community) or a sequence of events. They may involve real or imagined
threats to a person (allegations of child abuse); they may have the potential to overwhelm usual
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coping mechanisms (pandemic); and they can cause severe disruption, destabilising the
effective operation of the school (a natural disaster, such as a major earthquake, or the collapse
of IT systems).
Crisis:
A critical event or point of decision which, if not handled in an appropriate and timely manner
(or if not handled at all) has the potential to escalate into something with serious consequences
for the school or groups and individuals associated with the school.

3. Aims
The aim of this Policy and Handbook is to prepare staff to deal with situations that are or have the
potential to become critical incidents for the school. The processes should be part of a system that is
well known, rehearsed and effective. For some incidents, and procedures will be well-rehearsed, but
for others no hard and fast rules can be made, and so a flexible structure of processes needs to be in
place which is not dependent on any particular person or persons.
The priorities of these processes are:
• To minimise or eliminate any further danger or risks to individuals;
• To minimise or eliminate disruption to school routine;
• To ensure that the school acts in a caring and lawful/morally acceptable manner;
• To facilitate effective recovery;
• To take reasonable steps to minimise any adverse publicity and to ensure all external enquiries
are handled consistently by nominated personnel;
• To rehearse plans where appropriate and review to ensure that they are effective.

4. Risk Assessment and Contingency Planning
The process of undertaking Risk Assessment plays a fundamental part in dealing with critical incidents.
All reasonable steps are taken to minimise avoidable risks in order to ensure that the school and offsite activities are safe environments for the students, staff, visitors and others involved in the school’s
operations. Operations and activities are planned and executed with a systematic approach (outlined
in the Health & Safety and Trips & Off Site Activities Policies) which includes a context-sensitive risk
assessment and, wherever necessary, control measures are put in place to eliminate or reduce to a
safe level any foreseen risks (Appendix 1 and 2). However, we cannot eliminate all hazards.
Risk assessments should not only consider specific risks, and how they can be avoided or mitigated,
but there must also be consideration of what is to be done in the case of emergency.
Whilst it is tempting to believe that the most likely emergencies or critical incidents will arise from a
natural disaster or will occur on an off-site visit, this is often not the case. Other risks that should be
prepared for include:
• the serious injury, illness or death of a student or staff member, or of a member of the wider
school community. This must be considered during holidays as well as in term time, and
particularly if it attracts wider publicity;
• events such as fire, flood or ice causing major loss of infrastructure (teaching areas, essential
utilities, IT resources, etc.);
• infectious diseases (e.g. meningitis / avian flu / swine flu) or food poisoning;
• major external threats, such as bomb scares, terrorist attack, etc.;
• allegations of misconduct or abuse against a member of staff or of the school community;
• reputational and financial risks.
Contingency Plans must consider what would happen in the event of a crisis including areas of
responsibility and lines of delegation and communication. Contingency plans also include
consideration for continuity, such as back-up systems for IT data (including fireproof record keeping)
and the secure storage of copies of necessary records, files or other documents.
BISL Crisis Management Policy and Handbook (201920)
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5. Training
Basic safety awareness and training plays a fundamental part in staff dealing with successfully with
crises.
In accordance with Slovenia’s Health & Safety At Work Act (ZVZD-1, 2011), all employees are
required to undertake Health & Safety at Work, risk awareness, fire safety and basic First Aid training
courses. These are provided by the school’s external safety consultant, Maksivar d.o.o. Relevant staff
also complete the EduCare “Health & Safety In Education” and “Fire Safety in Education” courses. All
staff must also complete the EduCare “First Aid Essentials” course and renew these every two years.
Staff who are designated First Responders or who do work which involves a greater element of risk
may need additional specific training.
Training records are maintained by the HR Office and the HR Manager will notify the Principal when
recertification of staff members is due, so that appropriate training can be arranged in a timely manner.

6. Personnel
It is essential that crisis management is not ‘person dependent’. Instead, specific roles are defined. All
members of staff in the school should understand their role in the event of an incident. Additionally,
school leaders will need to understand the various crisis plans, their respective roles and each other’s
roles.
The key personnel involved in managing a crisis will depend on the incident itself. For critical incidents,
this will be:
Incident
Management
Team

Principal
Head of Secondary
Head of Primary
Business Manager
Health & Safety Officer

additional
support

additional or other staff may be co-opted as required

Orbital Education

Regional Head of Schools (RHoS)

(according to the nature, scale and timing of the incident)

(in constant communication by telephone/Skype.
Depending on the incident, it may also be appropriate that the RHOS comes in
person)

The main steps to take in managing an incident, from recording the initial notification to post-incident
follow-up, are laid out in Appendices 3 – 6.
The Principal will lead the management of a critical incident. However, if an incident takes place when
the Principal is not in Ljubljana, the designated deputy responsible for the school (usually be one of
the Heads of Primary/Secondary or the Business Manager) will manage until the Principal is available.
The deputy’s immediate brief is to gather information about the incident, to inform the Principal and
Regional Head of Schools and to make contact with the other members of the Incident Management
Team.

7. Communication
As soon as a critical incident is declared, or it seems likely that such a declaration will be made (see
Appendix 4), the Principal or his representative will consult with the Regional Head of Schools.
All external communications should be managed through the Principal and the RHOS, and should
follow the guidance in Appendix 7. Depending on the nature of the incident, the Principal may seek
legal guidance or consult the school’s insurers before any detailed communication is issued.
Accurate information is essential and due care must be taken with sensitive information relating to
injuries or people affected, especially before it is confirmed that next of kin have been informed. Mixed
or, in the worst instances, contradictory messages can have a devastating effect and may undermine
BISL Crisis Management Policy and Handbook (201920)
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the credibility of further information and trust in those providing it. Good practice suggests that
prepared statements should be used and that clear, written, advice from the core team should be
provided to those responsible for disseminating information within the school and the broader
community.

8. Support for Students and Staff
Students and staff may be affected emotionally by a crisis, so an opportunity to express their
emotional reactions and effective support should be arranged. Research suggests that as far as
possible this support should come from within the school itself. External support should also be made
available where appropriate, which will be arranged through the contacts of the Designated
Safeguarding Lead. Students and staff may also feel the need to retreat to a ‘safe place’ for private
thought and reflection, and it will be appropriate for the school to provide such places.
It is important that the Principal and the Heads of Primary/Secondary recognise the need to protect
some colleagues from over-working, while at the same time following their own advice: tired and
distressed people, at any level, cannot make the most sensible and effective decisions.

BISL Crisis Management Policy and Handbook (201920)
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APPENDIX 1: Alternate Rally/Collection Points
In the event that the road leading to school will be blocked (by an accident or by emergency
responders), the school site should be evacuated through the allotments to the car park at the end of
Ulica Koroškega bataljona, from where they can be securely collected.

Alternate pick-up
point
BISL
Map data ©2017 Google

100 m

Imagery ©2017 CNES / Astrium, Cnes/Spot Image, DigitalGlobe, Map data ©2017 Google

100 m

This location is included in Student Handbooks.
In the event that the alternate collection point is required, parents will be informed via iSAMS SMS.

BISL Crisis Management Policy and Handbook (201920)
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APPENDIX 2: Risk Assessment Procedures
• The level of risk likely for the activity should be predicted:
High risk
e.g. adventurous activities in remote areas;
Medium Risk e.g. contact sports or the use of potentially harmful chemicals;
Low Risk
e.g. movement about the school or regular local trips.
This is a useful means of identifying the extent of the assessment required and should inform
judgements made relating to preparation, remedial actions or timescales.
• The completed Risk Assessment Template (Appendix 3) identifies the hazards that need to be
addressed and demonstrates how these risks will be minimised.
Careful consideration should be given to potential hazards involved in or as a result of:
§ the number, age and experience of the students involved;
§ the activity venue, facilities and resources;
§ the means of transport and route to be followed to and from an off-site destination
(including traffic, physical environment, and other hazards en route);
§ the activities or potential activities undertaken;
§ external factors such as the time of day, weather or other conditions which may be
anticipated;
§ security (including personal safety, accommodation on residential trips, or loss of personal
property).
• The Risk Assessment does not need to be complex but it should be comprehensive. The person
carrying out the Risk Assessment should use the Risk Assessment Template to:

§ identify potential hazards and who might be harmed
- research and, wherever possible, visit the venue. Look at what could reasonably be
anticipated to cause harm. Concentrate on significant hazards, especially those that
could cause harm to participants or others, such as use and quality of equipment,
transportation or threats to security;
§ evaluate the “initial” risks
- consider how likely it is that harm will be done (“chance”) and the “severity” of the likely
outcome;
- decide for each significant hazard whether the risk is:
High risk
- an accident is very likely to occur, with the possibility of
serious injury requiring hospital treatment or loss
Medium risk - there is a possibility of an accident occurring causing minor
injury requiring first aid or medical treatment, but not
hospitalisation
Low risk
- an accident is unlikely to occur and/or require first aid or
medical treatment;
§ decide what control measures need to be in place
- control measures to manage the risk so harm is unlikely should be practical and able
to be understood by all those involved;
§ evaluate the remaining (“residual”) risks
- some risk will always remain, even after control measures have been put in place.
However, as long as either the “chance” or “severity” are deemed low, then it may be
considered a ”safe” activity;
§ record the findings and control measures
- all significant findings from the assessment must be recorded, to demonstrate that the
proper check was made, all significant hazards are identified, the precautions to be put
in place are reasonable and the remaining risk deems the activity safe.
BISL Crisis Management Policy and Handbook (201920)
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APPENDIX 3: Risk Assessment Template

BISL RISK ASSESSMENT FOR:
FOR TRIPS
Mode(s) of transport:

STAFF MEMBER RESPONSIBLE

If travelling by hired coach or public
transport, check relevant separate Risk
Assessment and attach with this
document. Do not include details here.

Risk Assessment by:

Risk Assessment Date:

Is other adult supervision required?

FOR TRIPS
Trip Date:

Name:

Contact Phone Number:

Number and ages of students:

FOR TRIPS
Departure and Return Times:

Assessment of Specific Hazards:
Hazard

Initial Risk Rating

Persons at Risk

Measures/procedures to be in place to reduce the risk

(Low/Medium/High)
Chance
Severity

BISL Crisis Management Policy and Handbook (201819)
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Alternative Plan (e.g. in case of bad weather):

Hazard

Initial Risk Rating

Persons at Risk

Measures/procedures to be in place to reduce the risk

(Low/Medium/High)
Chance
Severity

(Low/Medium/High)

Emergency Planning (in case of incident or accident):

Nearest medical facility:

Location:

Contact number:

Signed off By:
Head of Section:

Date:

Principal (or in his/her absence, Business Manager):

Date:

BISL Crisis Management Policy and Handbook (201819)

Residual Risk
Rating

9

APPENDIX 4: Incident Initial Report Sheet
This sheet is to be completed by the person receiving the initial report of an incident and then passed directly to the Principal or designated
deputy.
All communications will be controlled/monitored by the Principal and the Incident Management Team. Be discrete. Do not spread alarm or inform others.

Person from whom report is received:

Name:

Time and Date of report:

Time:
Date:

Name of person receiving report

Name:

Questions to ask:

Responses:

Where are you currently located?

Location:

What is your telephone number or the most
effective means of contact?

Telephone:

(e.g. e-mail / SMS / Messenger / Whatsapp etc.)
Other (please specify):
What has happened?

At approximately what time did this occur?
Are the emergency services required?

YES:

NO:

.

- Have they been informed/summoned?

YES:

NO:

.

- By whom?

YES:

NO:

.

- Have they arrived?

YES:

NO:

.

YES:

NO:

.

YES:

NO:

.

Has anyone been injured?
- Do you have details of who they are?
- Do you have details of their injuries?
Where are the injured currently located?
- Who is with them?
Are there any fatalities?
- Do you have details of who they are?

Number and current location of the non-injuredDetails:
Location:
- Names/contact details of supervising adults Name:
Telephone:
Name:
Telephone:

On the reverse of this sheet record any additional or other relevant information and subsequent action taken.
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APPENDIX 5: Crisis Decision-Making Flowchart
Potential Critical Incident

a

b

STAFF AT SCENE OF INCIDENT (on campus or elsewhere)

Take charge locally
Inform Principal or designated Alternative Emergency Contact

FOR EXTERNAL VISIT

LOCAL RESPONSE CONTINUES

Inform designated Emergency Contact

contact Principal

Principal not available

Principal not available

contact Principal

Contact next most senior
member of SLT

Contact next most senior
member of SLT

IS THIS A CRITICAL INCIDENT?
classify incident and contact Orbital Regional Head of Schools
(see critical incident response summary)

not yet
CRITICAL INCIDENT

CONTINUE TO MONITOR
INITIATE EMERGENCY PLAN

not yet

convene Incident
Management Team
Follow emergency
response guidelines

Orbital RHOS
to be
kept informed
by Principal

NOT AN EMERGENCY

(see example checklist)

RESOLVE and
LEARN FROM EXPERIENCE

an emergency will require
CONTINUOUS COMMUNICATION
between
staff at the scene of the incident
and the core team

BISL Crisis Management Policy and Handbook (2021)
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APPENDIX 6: Critical Incident Response Summary
* for guidance only – as an initial indicator of the level of response required

be prepared to adapt to any particular situation, as required, using the information as guidance

LEVEL 1

LEVEL 2

LEVEL 3

Regional/Major Incident

Critical incident
(involving emergency services)

Critical Incident

Immediate

Immediate

May be able to wait
until working hours

Convene Incident
Management
Team

Yes

Probably (as appropriate)
- but err on the side of caution.

Possibly (if appropriate)

Contact
Emergency
Services

Yes

Yes

No

Yes

Yes

Yes, though may be notification
after incident

Contact
External Agencies

As appropriate

As appropriate

As appropriate

Media

See guidelines

See guidelines

See guidelines

Response

Contact Orbital
(Regional Head of
Schools)

(e.g. British Embassy,
US Embassy or COBIS)

EXAMPLES

Tragedies involving students and
others

Death or injuries during sports or on
a school trip

Death of a student or member of
staff through natural causes/illness

Civil disturbances
- e.g. protests or terrorism

Death of a student or member of
staff as a result of an accident at
school

Accidental death of a student or staff
member (off site)

Natural disaster
- e.g. earthquake
resulting in wide-spread damage,
major dislocation of services, areas
rendered uninhabitable and/or
services inoperable

Unlawful killing of a student or
member of staff

Tragic incident involving student or
member of staff (off site)

Industrial accident

Suicide of a student or member of
staff

Physical abuse of a member of staff
by a student/other staff-member/
parent/intruder

Physical sexual abuse of a student
(on or off site)
Serious act of violence on school
premises
Student or staff-member being taken
hostage (on or off site)
A school fire or explosion causing
extensive damage
Bomb threat

BISL Crisis Management Policy and Handbook (2021)
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Extensive vandalism to school
building necessitating temporary
closure
Other building-related problems
leading to temporary closure
- e.g. lack of water/electricity/
heating/etc.
Temporary closure as a result of
adverse weather conditions

APPENDIX 7: Incident Response - Actions Flowchart

Emergency Response
Level 1

Level 2

Immediate Actions

Level 3
CONTACT: Emergency Services (if appropriate)
External agencies (if appropriate)

(see critical incident summary)

Assess level of risk and protect those affected
Obtain information and collate
Record information
Convene and brief Incident Management Team
Confirm location for Incident Management Team
Inform Orbital Regional Head of Schools
Control information in and out
Inform parents, teaching and support staff
Inform students
prepare to deal with media

Short/Medium Term Actions

Re-uniting students with their parents
Managing staff
Making contact with external professionals
Debriefing sessions for students
Keeping people updated / family support sessions
Expressing sympathy
Attendance at hospitals / funerals
Re-entry following a crisis
Review and evaluation

Long-Term Actions

Monitoring the effects of post-traumatic stress
Emotional and therapeutic support
Specialist support for young people
Remembering the event (including memorials, collections, public access)
– parents wishes must be carefully considered

Welfare of staff supporting traumatised young people
Making school procedures, systems and facilities more robust to prevent or reduce
future similar occurrences (where possible).
BISL Crisis Management Policy and Handbook (2021)
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APPENDIX 8: Media Relations Guidelines
Introduction
A positive on-going relationship with the media will prove helpful in the event of bad news, since established
contacts will know that the school will share information when it becomes available and will be direct in the
messages that are needed to be got across. It may be particularly useful to develop a strong working
relationship with communications professionals through the British Embassy and the British-Slovenian
Chamber of Commerce.
Key things to consider:
• All press statements should be agreed beforehand with Orbital Education (via the Regional Head of
Schools) and, where possible or required, the school’s legal adviser;
- the timing of press releases should be agreed with the media, so as to avoid continuous
pressure;
- in some extreme situations it may be helpful to set up a dedicated media response room.
• All information to the media should come through a single reliable spokesperson;
- the BISL spokesperson should demonstrate control, and reassure in a factual way that
everything is being done to manage the situation and minimise its consequences;
- in any interview, the priorities are to support those directly affected by the incident and to
present the school and its staff as caring, responsible and competent professionals.
• Minds will be set at rest and dangerous rumours will be countered through clear, factual information;
- as much accurate information as reasonable should be provided, being careful not to speculate
– it is better that the truth is published than rumour/gossip from a third party.

Planning
•
•
•
•
•

Media strategy will be set by:
Statements will be authorised by:
Spokesperson will be:
Deputy/Slovene spokesperson will be:
Alternate Media Contacts will be:

Incident Management Team
Principal/RHoS
Principal
Business Manager
Head of Primary
Head of Secondary
Principal’s Office

• Media briefings/interviews will be held in:

BISL Crisis Management Policy and Handbook (2021)
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Background Information
It will in most cases be useful to prepare and regularly update contact details and some basic background
information about the school which could be used in the event of a major incident. Depending on the type
of incident, it may be helpful to include or have to hand details of policies and procedures, such as Trips &
Off-Site Activities Policy, in place in school.
a)

School information:
British International School of Ljubljana
Independent international day school for approximately 250 girls and boys from 2 - 18 years of age.
Principal:
Heads of Section:
Health & Safety Officer:
Telephone
E-mail
Website
Address

Mr Paul Walton
Ms Stephanie Andronikos, Head of Secondary
Ms Katarina Železinger, Head of Primary
Mr Andrej Kravanja
+386 (0)83 825 920
enquiries@britishschool.si
www.britishschool.si
Cesta 24. junija 92, 1231 Ljubljana-Črnuče, Slovenia

Orbital Education
International school management group based in the UK.
Regional Head of Schools:
CEO:
Telephone
E-mail
Website
Address

Mr Michael W Clack
Mr David Pottinger
+44 (0)161 485 7091
enquiries@orbitaled.com
www.orbitaled.com
Landmark House, Station Road, Cheadle Hulme, Cheshire SK8 7BS,
UK

b) Media contact information:
Media Contact
Mr Paul Walton
Principal of the British International School of Ljubljana
Tel (office): +386 (0)83 825 923
Mobile:
+386 (0)40 666 723
E-mail:
principal@britishschool.si
Alternative Media Contacts (School Management Team)
Ms Stephanie Andronikos
Ms Katarina Železinger
Head of Secondary
Head of Primary
Tel (school): +386 (0)83 825 920
E-mail:
enquiries@britishschool.si
Alternative Media Contacts (Orbital Education)
Mr Michael W Clack
Regional Head of Schools
Tel (office): +44 (0)161 485 7091
Mobile:
+44 (0)161 250 2494
E-Mail:
michael@orbital.education

BISL Crisis Management Policy and Handbook (2021)
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When the incident occurs – immediate media-related questions
Do the media already know about the incident?
YES / NO
Has the school been connected with the incident?
YES / NO
Is the school likely to be connected with the incident?
YES / NO
• If the answer to any of these questions is no, then the school may decide not to release a statement at this
stage. However, a concise accurate statement should be prepared in case it is needed.
• Centralise all media enquiries and make sure that only one designated person responds to them.
• Prepare background material to reply to any difficult questions and be sure to cover any areas where the
school may be most vulnerable to criticism.
The media know about the incident and have connected it with the school.
Is the school likely to face criticism?
YES / NO
• If the answer is YES, then prepare and agree a short statement and use it to reply to any questions.
• Centralise all media enquiries and make sure that only one designated person responds to them.
• Prepare background material to reply to sensitive/difficult questions and be sure to cover the areas where
the school may be most vulnerable to criticism.
The media know about the incident and about the school’s involvement.
Is the school likely to emerge from the incident with credit?
YES / NO
• If the answer is YES, prepare a short initial statement. It should tactfully and with restraint say what the
school has done well.
(e.g. “The intruder was quickly identified and immediately restrained by staff members before the police were called.”)

Should this statement be released proactively?
Can we be sure that the school will not face criticism?
(eg “How was it that the intruder was apprehended in the Sixth Form area, which is past Reception and several
classrooms?”)

Is it possible to identify a number of positive points to include in any response?

YES / NO

e.g. The school’s excellent safety record
The care the school has taken to try to prevent incidents such as this from occurring
The speed and quality of the school’s response to the incident
The quality of the care that the school is offering to children and parents (e.g. counselling)

• Brief widely on these positive points and repeat them whenever possible. Effective communication with
the media often involves a great deal of repetition. There is no guarantee that the media will report all that
is said, so the key messages must be reiterated throughout any statement.
What is the school going to do about students, parents or staff who may speak to the media?
• No school has the right to ‘gag’ any member of the school community - any attempt to do so will almost
certainly be counter-productive. However, it is entirely acceptable to try to shelter them from the media
attention, at least for the first few hours of the incident when they may be shocked and distressed.
- The police and health services may help with this.

• Always offer vulnerable individuals the opportunity to stay on at school to shield them from media
intrusion, but remember that - particularly in the age of the smartphone - we cannot prevent them from
communicating with anyone they may choose to contact.
What if media representatives arrive at the school unannounced?
• It is entirely appropriate, in order to protect vulnerable individuals, to alleviate tension and to facilitate a
considered response, to ask members of the press to leave the site.
- No representative of the media has any right to enter school property uninvited.
- However, it is important to explain when and where a briefing will be held and to invite them to return at that
time.
- Alternatively, ask for their details so that a statement can be sent to them when ready.
- If there is resistance to this approach, seek police assistance; they may be prepared to station someone at the
school to advise and assist.

BISL Crisis Management Policy and Handbook (2021)
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• It is possible that the media may attempt to identify and target individuals of particular interest to them.
If so, a dignified public appeal for privacy may be appropriate.
- If necessary, protection may be arranged (e.g. by asking the Police for help or by sheltering the individuals on
the school premises). The school can only do this if the individual asks for help - it is important not to give the
impression that anything is being deliberately concealed.
- At this stage it may be worth offering to help vulnerable individuals to make a short verbal or written statement
or through the school.

• Some parents or students may be interviewed in a state of shock shortly after the incident has occurred.
They may say anything in such a condition.
- There is little that the school can do about this, except possibly imply that “whilst we fully understand and
even to some extent share their sense of anger and grief, they may take a different view when they
have heard the full story”.
• Some parents or other members of the community may choose to be publicly critical of the school.
- There is nothing that can be done about this apart from preparing an answer based strictly on the facts as
they are known at the time, and taking every opportunity to make it. At all times such statements must show
sympathy and understanding.

• There may be sympathy for BISL if the public view is that the incident occurred through no fault of the
school and it can demonstrate that it took reasonable steps to prevent such an incident.
- The tone the school adopts is crucial. Even well-deserved sympathy can rapidly be thrown away if the school
appears to be more interested in reputation and self-justification than in supporting children and their families.
- Any spokesperson must make sure that what is said is backed up by facts, respects the feelings of others, and
does not seek to understate the gravity of the situation.

When the incident happens – initial statement
The initial statement to the media should be carefully prepared, using the following guidelines.. It should be
drafted in the light of the type of incident and the latest information, approved by the RHoS and then issued
to the spokespersons, who should:
• Express regret.
(“I regret to confirm that ....”)

• Briefly describe the incident

(“Two BISL students were injured today in a rafting incident in Bovec.”)

- Use neutral words like ‘incident’ wherever possible.
- Take great care to avoid using emotive adjectives
(“severely injured”, “tragic rafting incident”)

- Never imply cause or blame.
• Include any positive news, as long as it is definitely accurate.

(“The other students in the group are unhurt and are being looked after by BISL staff and a paramedic from the rescue
centre.”)

• Don’t be too specific in an initial statement.

- You don’t need to say that there are 22 other students – although you might choose to do so if you really
are 100% certain of that figure.

- You might know exactly where they are being looked after, but you may not wish to identify an
exact location where those remaining 22 students can be located by anyone in the media.
• Say exactly what the school is doing.

(“We are notifying the parents of the young people concerned. Two additional members of staff are travelling to Bovec to
be with the group.”)

• At this stage it may be wise to appeal to the media, if they have the names, not to publish them until
there has been time for the families - including grandparents, etc. - to be informed.
- In an international school this may take some time.
- This may work but there are no guarantees.
• Explain why no more can be said at the moment.
(“Until we have more information ourselves, I cannot tell you any more. We are working as hard as we can to contact
families and make arrangements to support all those directly affected....”)

• Tell the media when and where a further statement will be made.
- Keep every promise to communicate with them.
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When the incident happens – some answers to difficult questions
Some of these answers can be prepared in advance. They should be reviewed and revised in the light of the
type of incident and the latest information, approved by the RHoS and then issued to the spokespersons.
What is the school’s policy on security?
• What measures do we have in place – and how do they differ from those of Slovene schools?
• Have we taken external professional advice?
• When did we last assess our security measures?
• Have we ever had a similar (or any) security incident before?
• Are parents fully aware of our policy? Where is it published?
What is the school policy on Health & Safety?
• What measures do we have in place?
• Have we ever taken professional advice?
• When did we last assess our safety measures?
• Have we ever had a safety-related incident before?
• Are parents aware of our policy? Where is it published?
What is the school policy on bullying/violence?
• What do we do about bullying/violence?
• Have we had any recent cases? What did we do about them?
• Are parents aware of our policy? Where is it published?
Do we keep in touch with the police/local authorities?
• How often and at what level?
• Are parents aware of our policy? Where is it published?
What is the school policy on adventurous outdoor activities?
• How often do we do this sort of activity and where?
• What national guidelines do we follow?
• What steps do we take to check out the activity provider?
• What training do accompanying staff have?
• Have we ever had problems like this before?
• Are parents aware of our policy? Where is it published?
What is the school policy on overseas travel?
• Do we do this sort of activity? How often and to where?
• What national guidelines do we follow?
• What steps do we take to check out the activity provider?
• What training/additional qualifications do accompanying staff have?
• What rules do we have (e.g. the staff/student ratio)?
• Have we ever had problems like this before?
• Are parents aware of our policy? Where is it published?
What is the school policy on using buses?
• Do school staff ever drive them?
• When we use outside companies, what steps do we take to vet them?
• Do the drivers have any special training?
• Are parents aware of our policy? Where is it published?
What are the school’s arrangements for contacting parents in an emergency?
• Do we keep all their names and details centrally?
• How do we ensure that our records are up to date?
• How many people are available to communicate with parents in the event of an emergency?
• Given the special problems faced by an international school (e.g. a large number of nonnative parents and many close family members, such as grandparents, living overseas) do
we have a clear communications protocol for specific events?
Any other difficult questions?
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Interviews
• Only agree to an interview on camera or in front of a microphone if there has been time to prepare and
you are sure that there is good reason for such an interview.
• Any interviewee must be properly briefed.
- Consider questions in advance and prepare your answers.
- Ask to see them, if possible.
• For a TV interview, resist having a dramatic background.
- If the school has just burnt down, the TV crew will understandably want to film the interviewee
in front of it … but is this an image you want people to remember?

IF THERE IS A TV CAMERA OR MICROPHONE NEARBY - ASSUME IT IS ON AT ALL TIMES!

Press conferences
• Press conferences are not usually necessary. However, if the incident is of such a magnitude that it does
merit a press conference, then it can give the school the opportunity to convey a consistent message in
a single forum.
- Consider “Why are we doing this?” “What message do we want to get over?”
• If a press conference is held, thorough preparation is essential.
- Begin with a detailed prepared statement designed, as far as is possible, to set the agenda.
- Anticipate awkward questions and think through the answers in advance; rehearse if possible.
• Choose the location with care.
- Visualise the way in which the setting might appear on screen – the background has to be
appropriate.
- Think very carefully about the image the school might want to convey in the context of the
critical incident. This is not a marketing opportunity.
• If it is the school’s own press conference, field a team of people, including a trusted and highly
competent native Slovene speaker (essentially to translate questions from Slovene media – think very
carefully before asking an interpreter to translate answers without any time for preparation).
- There should be a designated Chair whose role is not to answer questions but to introduce the
speakers and to offer some protection in the form of time to think and subtle guidance.
- The Chair will also allocate questions across the school team.
- Others on the team may include the Principal and Orbital’s Regional Head of Schools, and
perhaps one or two people with special experience of the incident or problems that it raises.
- It may be helpful to seek external support from, for example, the British Embassy.
• Agree clear ground rules beforehand, including clear instructions to address questions through the Chair
and a strict time limit for the conference.
• Let the journalists in through one entrance and have another exit for your own team to leave by.
• The Chair should be firm and ensure that the team is able to leave as soon as the conference ends
without having to respond to further questions.
- There should be no opportunity for supplementary questions to individuals, or for ‘off the record’
remarks.

IF THERE IS A TV CAMERA OR MICROPHONE IN THE ROOM - ASSUME IT IS ON AT ALL
TIMES!
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MEDIA DOs AND DON’Ts
DOs
• Say that full details are not yet available and explain that you cannot yet say exactly what has happened
- this is usually the case
but be prepared to share details that you can be sure about
- e.g. the time you were first contacted or the actions the school has taken thus far.
• Do all that is possible to ensure that the interests of individuals and families directly affected by the
incident are safeguarded as a priority.
- Any statement from the school must be primarily driven by a duty of care.
• Avoid controversy, especially anything which may seem to criticise others.
- Try to stay out of any sort of media-instigated argument - there will be time enough to look at any
issues once the incident is over
- e.g. If asked when emergency services were contacted, bear in mind that this may be an attempt to
criticise such services for their slow response.
• If possible, provide factual details to back up any ‘positive points’ you choose to make.
- Rather than simply saying “we have a good safety record on such trips” it is better to say “there has
been no serious injury on our Adventure Trips since we began running them 8 years ago” - but you
must be 100% sure you are accurate.
- Similarly, rather than saying “our teachers are experienced at leading this sort of trip …”, it is better to
say “the member of staff in charge is a qualified white-water leader, is a native Slovene-speaker and
has led five previous trips to this area near Bovec ...”.
• Monitor the questions you are asked and try to identify the direction the media’s reaction is taking.
- Do you sense the mood is sympathetic or critical?
- Does there seem to be any specific individual/group/aspect of the incident being singled out for
criticism?
- Try to prepare answers to these ‘angles’.
• Provide factual details to counter unwarranted critical allegations.
- “The school had its last fire inspection in ... We were only required to undertake limited work, which
we did.”
• Remember positive points.
- Update or improve them as the situation develops.

DO NOT
• Refuse to make any comment at all.
• Say anything that could be seen as libellous, that seems to imply blame of anyone else, or that might be
held to prejudice any later inquiry.
• Admit any liability.
- It may be entirely appropriate to do so later, but take great care initially.
• Say anything which identifies specific individuals, at least until parents, families and others directly
affected by the incident have definitely been informed.
- This applies to staff as well as students.
• Appear to speak on behalf of other individuals or organisations, unless you have agreed what to say with
them first.
- To say that “I’m sure that Mr X feels very upset but he understands that ...” or “The emergency services
seem certain that this couldn’t have been an accident ...” is simply inviting journalists to play your
comments back and Mr X or the emergency services to contradict you.
• Answer hypothetical questions.
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Section A: Emergency Contact Numbers
Emergency Assistance (fire, ambulance, mountain rescue, etc)

112

Police

113
Principal

…

+386 (0) 40 666 723

Health & Safety Officer

…

+386 (0) 40 339 029

Orbital Education

…

+44 (0) 161 485 7091

Regional Head of Schools

…

+44 (0) 161 250 2494

British Embassy

…

+386 (0)12 003 910

US Embassy

…

+386 (0)12 005 500

Sintal

…

+386 (0)15 130 030

Galop (Tanja Vencelj)

…

+386 (0)41 226 313

Other …
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Section B: Fire
In accordance with the Fire Protection Act (ZVPoz-UPB1, 2007), fire risk assessment and the plans
for actions in the case of a fire (Požarni Red) are prepared by Maksivar d.o.o. (authorised by and on
behalf of Ministry of Defence Office of Protection & Rescue [Ministrstvo za obrambo – Uprava
Republike Slovenije Za Zaščito in Reševanje] and certificated by the State Security services [Republiški
Sekretariat za notranje zadeve]).
The complete fire plan and related documents are kept by the Health & Safety Officer and a copy
is kept in the Finance Office. A copy of the school’s fire plan is also kept by Maksivar and by the
fire service at the main Ljubljanska brigada headquarters.
The nearest fire station is within 5 km and the water supply at the site meets the requirements for
fire-fighting.
The fire plan also includes check lists, documentation and record sheets for the periodic checks to
be carried out by the Health & Safety Officer and/or Maksivar, and incident report forms, etc.
In summary:
To prevent fire,
• the premises and equipment must be kept clean and maintained in a condition which
ensures that it is safe for use;
• the Health & Safety Officer makes a weekly visual check of the premises, including firefighting equipment, to ensure this, where possible accompanied by the Principal. More
detailed checks are made twice yearly;
• safety inspections are carried out by Maksivar and evacuation procedures (regarding exits,
signage and lining-up procedures) are reviewed and updated every two years or after any
structural changes. These procedures are included in the Staff Handbooks, on relevant staff
display boards, and in classrooms/other school areas;
• all staff have completed basic fire safety training, and relevant staff have completed
advanced training, through Maksivar and through EduCare and records of certification are
kept on file in the HR Office;
• there is a team of designated First Reponders who have completed additional training, who
oversee the actions in the event of a fire. The list of these First Responders is posted in
Reception and the Staffrooms and records of certification are kept on file in the HR Office;
• all staff sign-in upon arrival and student registers are taken in the morning. These provide a
list of who is present in the building. Any staff or students leaving the site must sign-out,
and the sign-out book is cross-checked against the daily registers in the event of an
evacuation.
• Evacuation Drills are carried out at least once a term. Logs of all evacuations, planned or
otherwise, are kept by the Facilities Manager. Staff are invited to give input after each
evacuation, in order to improve processes, and the log sheet is counter-signed by the
Principal;
In the event of a fire,
• the priority is to raise the alarm and ensure that everyone gets out of the building safely;
• everyone in the building must evacuate, following the indicated escape routes, and meet at
the designated Assembly Point (in the playground);
• fire extinguishers are provided to aid escape, if required, but are not otherwise intended to
be used with regard to putting the fire out except by designated First Responders.
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FIRE ALARM AND EVACUATION PROCEDURES
•

When the Fire Alarm sounds, act immediately to ensure your safety.
The Fire Alarm gives you an early warning to allow you to safely exit the building during
an emergency situation.

•

Everyone MUST evacuate the building.
Never ignore the alarm, assume the alarm is false, or assume it is only a test.

•

Always follow the Fire Exit sign for the fastest and safest evacuation route, exit or
stairway:

•

Once outside, move away from the building and assemble at the Fire Assembly Point
on the playground:

•

Each class teacher will be given list of students present at school, so they can
immediately check if anyone is missing.

•

Designated floor sweepers will always check the school to ensure no-one has been left
behind. The floor sweeper will always be the last ones to leave the school building.

•

If there is an incident occurring on the upper floors and glass is being blown out of the
windows, stay away from the area below – this is the hazard zone where serious
personal injuries will happen.

•

The front of the building is where the fire trucks will be arriving and the fire fighters
and will be operating. Do not obstruct their access to the building.
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•

Once outside, never re-enter the building until you are told to do so by the fire
department or Health and Safety officer.

Evacuation Guidelines
• Every room in the school should have a map posted identifying two ways out: the main

route and an alternative in case the main route is obstructed.

• Principals, teachers or other school staff must inspect all exits daily to ensure that

stairways, doors and other exits are working properly and are unblocked.

• Staff and students should be familiar with the school's fire protection system, including

the location of fire alarm buttons, escape routes and fire doors.

• While it's important to make sure that students leave the building as quickly as possible,

order is more important than speed when it comes to conducting a safe evacuation.
• Once everyone has safely exited the building, they should remain outside at a

predetermined location until the 'all clear' has been given to renter the school.
• Registers will be checked to ensure that every student and staff member is accounted

for.
• Students with specific needs should be assigned an adult or a student buddy to assist

them. Fire drills are a good opportunity to identify who among the student population
requires extra assistance.
• Fire drills must be held at least once a term while school is in session.
• Fire drills should be held both at expected and at unexpected times, and under varying

conditions, in order to simulate the conditions that can occur in an actual emergency.
• On the day of the drill, the alarm will be sounded. Make sure that everyone can

recognise the sound of the alarm and knows what to do when it sounds.
• On the day of the drill, everyone in the school must participate.
• School fire drills are a model for students to use in their homes. Encourage students to

practice their escape plans at home—just as they do at school.
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Fire Extinguisher
Use Guide
Fire Class
Flammable solids eg:
wood / cloth / rubber / paper
and some types of plastics.
eg:

petrol / oil / paint / some waxes/plastics
but NOT cooking fats or oils.

Flammable gases eg:
natural gas / hydrogen / propane / butane.
involve electrical appliances,
wiring or other electrically energised objects

Cooking fats and oils
NORMAL FIRE EXTINGUISHERS SHOULD NOT BE USED.

Designated floor sweepers:
Ground floor:
Simon Irving (Katarina Miklavec, Tobija Siter)
Water

Dry
Powder

Foam

CO2

A
B
C
E
F

Wet
Chemical

First floor:
Katarina Železinger (Andrej Kravanja, Mike Cox)

Second floor:
Stephanie Andronikos (Jason Batson, John
Newsham)

Coordinator:
Paul Walton
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EVACUATION ROUTES – Floor Plans
Top Floor:

First Floor:
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Ground Floor:
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Ground Floor:

First Floor:
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Top Floor:
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Section C: Earthquake
In the event of an earthquake, those inside the building should
immediately move to the nearest secure position - under a table or doorframe
and evacuate the building once movement stops.

•

Everyone MUST evacuate the building.

•

Follow the Fire Exit sign for the fastest and safest evacuation route, exit or stairway:

•

Once outside, move away from the building and assemble at the Fire Assembly Point
on the playground:

•

Each class teacher will be given list of students present at school, so they can
immediately check if anyone is missing.

•

Designated floor sweepers will always check the school to ensure no-one has been left
behind. The floor sweeper will always be the last ones to leave the school building.

•

Once outside, never re-enter the building until you are told to do so by the fire
department or Health and Safety officer.

Earthquake drills should be practised just like Fire drills, with appropriate prior training.
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Section D: Lockdown
A Lockdown should be initiated when a situation arises that requires the isolation (rather than
evacuation) of staff and students from an identified threat. Possible threats to the safety of
individuals on site include:
• animal on site
• aggressive or violent intruder on site
• robbery/siege/hostage incident
• hazardous materials/other contamination of site
• lightning/severe storms or other extreme weather conditions
• civil unrest
• terrorist activity
The purpose of the lockdown is to minimise the effects of any threat. It is unlikely that it will be
able to completely eliminate the threat.
A Lockdown can only be initiated by the Principal or SLT staff member in charge.
A Lockdown will involve the whole school.
Lockdown drills should be practised just like Fire drills, with appropriate prior training.

Lockdown Procedure
If a situation arises that determines a Lockdown is necessary:
•

Principal commences the lockdown immediately using the pre-determined alert signal. The
word “Lockdown” will be repeated three times across the electronic megaphone by the
Principal.
No person is allowed to leave the building.
Security Guard locks the main door to school and remains at Reception to unlock
the main doors when the police arrive.
Health & Safety Officer checks all external doors to school are locked.
Business Manager contacts the local police.
All other staff should follow the specific instructions below:
1) Non-Teaching Staff:
- Stay in room or quickly go to ‘safe haven’ as appropriate.
- Lock all doors.
- Turn off lights.
- Close all internal windows and blinds where fitted.
- Close all external windows and blinds where fitted and where safe to do so.
- Sit under tables or desks (low visibility as well as physical protection). If there is a
room within a room available this should be used.
- Stay where you are until the ‘All Clear’ is sounded.
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2) Teaching Staff
- Stay in classroom.
- Students who are not in a classroom should quickly move to the nearest room.
- Check and collect students from adjacent or designated areas if this can be done
instantly.
- Lock all doors.
- Turn off lights.
- Close all internal windows and blinds where fitted.
- Close all external windows and blinds where fitted and where safe to do so.
- All students to sit under tables or desks (low visibility as well as physical
protection). If there is a room within a room available this should be used.
- Maintain a calm, quiet and reassuring atmosphere.
- Stay with the students at all times until the ‘All Clear’ is sounded.
3) During breaks
If a Lockdown is called between lessons, staff and students should go to the nearest
lockable room and wait for the ‘All Clear’ to be sounded. Students who are in the
playgrounds should lock down in Assembly Hall.
•

Principal will, if at all possible, communicate the nature of the threat (who, what, where
and when). The message should be kept simple (e.g. possible intruder, external event,
severe weather).

•

If the Fire Alarm sounds during a lockdown, it should be ignored unless a verbal instruction
from the Principal has also been given to evacuate.

•

Once the threat is determined to have been neutralised, the ‘All Clear’ will be announced.
The words “Lockdown over – please stay in your current location and await further
instructions” will be repeated three times across the electronic megaphone by the
Principal. If the ‘All Clear’ is not as stated above, the Lockdown should continue.

•

Once the lockdown is over, all teachers should take a register in the classroom. The teacher
should immediately send an e-mail to lockdown@britishschool.si with:
- name of the class/form or set
- Teacher’s name and names of any additional staff (e.g. TA/learning support) present
- names of any unaccounted for students
- if there are no absences the teacher should email ‘No absences’.
Teachers without class responsibility at the time of the lockdown should also send an email to lockdown@britishschool.si, stating ‘No absences’.
The lockdown e-mail address goes directly to the e-mail account of the Head of Primary
and Head of Secondary to be checked by them to account for the safety of all teachers and
all students.

•

Principal to de-brief staff, students and inform parents as appropriate.
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Section E: Medical
See also the First Aid Policy.
The Health & Safety Officer is responsible for dealing with any illness or injury incurred on school
grounds.
All staff have basic First Aid Training and the Principal has advanced First Aid training and may be
called upon to administer First Aid if required. Records of staff members’ First Aid training are
maintained by the HR Office.
In all cases, staff should immediately notify Reception in the event that First Aid is required.
First Aid Boxes/Materials
First Aid boxes containing approved materials are kept in Reception, the Staff Rooms and the
Science laboratories. First Aid kits are also taken on all school trips.
First Aid boxes are available for use by all staff/adult visitors on site where appropriate, and the
Health & Safety Officer informed in order to replace used items.
Illness and Injury
Depending on the severity of the illness or injury, the affected person should
• either be sent/taken to Reception
• or the Health & Safety Officer and a member of the school’s Leadership Team should be called
to the site of the incident.
If the affected person is a student, his/her parent/guardian should be contacted by the supervising
teacher or Reception as soon as possible. However, there should be no delay in obtaining outside
medical attention should it be necessary if the parent/guardian is not contactable.
• Serious Injury
In all cases where an accident involves a serious injury, (e.g. broken bone) or where there is
any doubt about the injury, the injured person is not to be moved, unless in danger, until
assessed by the Health & Safety Officer and a member of the school’s Leadership Team who
should be contacted immediately. They will then decide what action is to be taken, such as
calling an ambulance.
• Minor injury
For cases involving injuries that are less serious but still of concern (e.g. sprains, strains, cuts,
etc.), the parents/guardians will be contacted by the teacher (where possible) or Reception,
advised of the situation and asked if they would like to collect their daughter/son or if are
happy for the child to remain in school if appropriate.
• No visible injury
In other cases (e.g. where no injury is visible), the student will be kept under observation at
Reception or allowed back into class if advised that this is appropriate by the Health & Safety
Officer or member of the school’s Leadership Team.
• Head injury
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In the event of a head injury, the person will be monitored and not left alone or unsupervised.
In all cases the parents/guardians will be advised of the incident. If concerns arise, medical
attention may be obtained immediately.
• Incidents involving bleeding or bodily fluids
Any staff members dealing with an incident involving bleeding or other bodily fluids must
wear disposable gloves. These are kept in the First Aid boxes.
Off-site Injury Management
During activities undertaken off-site, the teacher leading the activity is responsible for supervising
the management of any injuries and administering First Aid if required.
A member of the school’s Leadership Team should immediately be informed, by telephone, of any
serious injury and the student’s parent/guardian should be contacted by the teacher as soon as
possible.
A First Aid kit must always be carried by the activity leader for any off-site activity.

Accident/Incident Recording and Reporting
Any accident or incident is to be recorded by the member of staff who witnessed using an Accident
or Incident Log Sheet, kept in Reception, which is then sent to the Designated Safeguarding Lead
for secure record-keeping. The relevant Head of Primary/Secondary or the Principal must also be
informed in all cases of serious incidents.
All accidents involving injury to students, staff or visitors are to be recorded on an Accident Log
Sheet.
Any ‘near miss’ incident, which is an incident with the potential to have caused injury to a person
or damage to property, is to be recorded on an Incident Log Sheet.
Accidents and Incidents are summarised monthly by the Designated Safeguarding Lead and
reported to Orbital Education in the Principal’s monthly report.
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Section F: Intruder on-site
In accordance with Annex 8 of the Health & Safety At Work Act (ZVZD-1, 2011), there are signs
outlining the measures to prevent threats or violence by third parties posted in common areas
around the school.
In the event of any risk or act of violence or bullying, the following steps should be taken:
1. PLEASE STOP: in the event of violence (real, threatened or perceived) by a third party,
the staff member will ask the aggressor to stop the unacceptable behaviour;
2. NOTIFY SLT: if the unacceptable behaviour continues, the staff member will notify a
member of the SLT or another competent person;
3. CALL FOR HELP: if serious violence is threatened or is likely, the staff member should
leave the immediate area and call for support (from a colleague, the SLT or the police
[telephone: 113]*);
if the staff member is not able to leave their working space (e.g. they are supervising –
and potentially protecting – children), he/she will not oppose the aggressor. He/she will
comply with the aggressor’s demands but contact the SLT or the police [113]* as soon
as possible;
[* To avoid confusion, staff should only call the police directly if they are alone and cannot
contact the SLT. In other cases, the SLT will be responsible for calling for any police support.]
Our working spaces are arranged in a way that would enable the police a fast and
effective intervention, if necessary.
4. DEFEND: in the event of a physical assault, the staff member should fight back to defend
themselves and protect children in their care, using their knowledge of self-defense in
the best way they can.

Abduction and other Safeguarding concerns
School leaders and Reception staff must be informed of any students involved in legal ‘custody’
cases where a student may be ‘at risk’ of abduction from the school site. The Designated
Safeguarding Lead will hold these details, and is responsible for informing all relevant staff.
To ensure the students’ wellbeing and safety, the school site must be safe and secure.
During the school day, access onto the school site is through Reception. Visitors are required to
sign-in, stating who they are visiting and why, and then sign-out upon departure. Visitors will be
given a Visitors Badge and escorted to where they have to go.
Staff or students going off-site (for other than P.E. lessons) during the day must sign-out at
Reception and sign-in again upon return.
At the end of the school day, Primary students are collected by the parents from the Activity
teacher.
All staff members need to be aware of safeguarding children and young people. Details of the
school’s procedures for this are explained in the Safeguarding and Child Protection Policy.
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Section G: Suspicious activity
This document is intended to alert you to signs of suspicious activity, so that you may
communicate them before anything happens.
•

IF THINGS DON’T SEEM RIGHT, CHANCES ARE THEY ARE NOT …

•

IF YOU ARE THINKING THAT PERHAPS YOU SHOULD REPORT SOMETHING,
THEN YES, YOU SHOULD …

Criminal acts such as terrorism are usually preceded by a period of observation or
surveillance, during which those involved often behave in a certain way. With a few
exceptions, like letter bomb attacks, the surveillance phase is an integral part of the
planning process for any criminal or terrorist activity. The principal objective of this phase
is to assess the potential target for value, security measures and vulnerabilities.
Unfortunately, suspicious activity is often recalled AFTER an event.
By being aware of what to be attentive to and knowing how to report suspicious behaviour
BEFORE a malicious act takes place, you can make a positive contribution to your security
and that of others, and in particular with in our school workplace and community.
Taken individually, some of the indicators may not mean much, but taken together in
combination with other information, they could mean that something may be afoot.
Examples of suspicious behaviour:
Someone/persons acting unnaturally around
premises (e.g. standing
at a nearby bus stop but never getting on any of the buses that stop);
• Someone/persons sitting in a parked car for a period of time who appear to be
monitoring the area;
• Someone surreptitiously taking photographs of
premises;

•

• Someone/persons entering/exiting the building from a vantage point such as the
street opposite or a parked vehicle;
• Someone/persons seen making notes or sketches of access procedures, security
details, etc. for no apparent reason;
• Unusual requests for information (e.g. about access procedures, security details,
numbers of staff, etc.).
Examples of suspicious behaviour at home:
•
•
•

Unusual noises: shouting, dogs barking incessantly, cars driving at high speed;
Car and home alarms sounding for long periods of time;
People coming to your door or calling you and posing as service providers (often
‘representing’ as a reliable outside authority – Municipality, gas or electricity
technician, etc.) and asking for personal information (e g. when do you leave for/
return from work?)
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Remember:
IF YOU OBSERVE SUSPICIOUS ACTIVITY
•
•
•
•
•

DO NOT confront the individual.
DO NOT take direct action.
DO NOT reveal your suspicions.
DO record as many details as possible.
DO notify appropriate authorities as soon as possible.

IF YOU OBSERVE SUSPICIOUS ACTIVITY
•
•
•
•
•

WHO did you observe?
WHAT did you see? Be specific.
WHERE did you see it?
WHEN did you see it?
WHY is it suspicious?

Security Awareness … a couple of tips:
•

Always ask service providers coming to your door to show an identity card. If in
doubt, call the company concerned.
If a service provider calls you, ask for their name and which section they belong
to. Call back the general number of your service provider and ask to be put
through to the person concerned.
If they don’t know him/her, inform the police immediately.

•

If you are a victim or a witness to a crime, or suspect that one is happening in your
neighbourhood, call the police as soon as possible.
If you are a witness, your neighbours will be grateful for the police having been
alerted and may one day return the favour, if required.

POLICE EMERGENCY NUMBER: 113
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Section H: Bomb Threat
NaCTSO Guidance Note 8/2016
Advice to Leaders of Schools and other Educational Establishments for Reviewing Protective
Security – Including Bomb Threats
Following a series of malicious hoax communications to schools across the UK, which are not being
investigated as terrorism related offences, it is important that you are alert, but not alarmed. This
is an opportunity for you to review your security plans to confirm that the arrangements you
should already have in place are still current and have been tested to ensure staff and students are
prepared and confident.
Consider what steps you could take to:a) reassure your staff, students and parents
b) review and implement proportionate protect and prepare security planning
1. Bomb threats: Procedures for handling bomb threats.
The vast majority of bomb threats are hoaxes designed to cause alarm and disruption. As well as
the rare instances of valid bomb threats, terrorists may also make hoax bomb threat calls to
intimidate the public, businesses and communities, to draw attention to their cause and to mislead
police. While many bomb threats involve a person-to-person phone call, an increasing number are
sent electronically using email or social media applications. No matter how ridiculous or implausible
the threat may seem, all such communications are a crime and should be reported to the police by
dialling 999. It is important that potential recipients – either victims or third-parties used to pass
the message - have plans that include how the information is recorded, acted upon and passed to
police.
1.1 The bomb threat message.
Bomb threats containing accurate and precise information, and received well in advance of an
actual attack, are exceptionally rare occurrences. Precise motives for hoaxing are difficult to
determine but may include revenge, extortion, a desire to impress, or a combination of these and
other less understandable motives. In the vast majority of cases are hoax and the intent is to
socially engineer, provoke a response, cause disruption or inconvenience the victim.
1.2 Communication of the threat.
A bomb threat can be communicated in a number of different ways. The threat is likely to be made
in person over the telephone; however, it may also be a recorded message, communicated in
written form, delivered face-to-face or increasingly, sent electronically via email or a social media
application e.g. Twitter or Instagram. It should also be noted that a threat may be communicated
via a third-party, i.e. a person or organisation unrelated to the intended victim.
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1.3 What you should do if you receive a bomb threat communication.
Any member of staff with a direct telephone line, mobile phone, computer or tablet etc., could
conceivably receive a bomb threat. Such staff should, therefore, understand the actions required
of them as the potential first response to a threat call.
If you receive a telephone threat you should:
• stay calm and listen carefully
• have immediate access to a checklist on key information that should be recorded (see bomb
threat checklist - attached)
• if practical, keep the caller talking and alert a colleague to dial 113
• if displayed on your phone, note the number of the caller
• know who within your organisation to contact upon receipt of the threat, e.g. building
security/senior manager
• if the threat is a recorded message write down as much detail as possible
• If the threat is received via text message do not reply to, forward or delete the message.
Note the number of the sender and follow police advice
• If possible, use the recording application on school cell phone.
If the threat is delivered face-to-face:
• try to retain as many distinguishing characteristics of the threat-maker as possible
If discovered in a written note, letter or as graffiti:
• treat as police evidence and stop other people touching the item
If the threat is received via email or social media application:
• do not reply to, forward or delete the message
• note the sender’s email address or username/user ID for social media applications
• preserve all web log files for your organisations to help the police investigation (as a guide,
7 days prior to the threat message and 48 hours after)
REMEMBER Dial 113 and follow police advice. Seek advice from the Health & Safety Officer as
soon as possible.
1.4 The Credibility of Bomb Threats.
Evaluating the credibility of a threat is a critical task, particularly if the attack being threatened is
imminent. This is a tactic used to place additional pressure on decision makers. When specific
intelligence is known to police, advice will be issued accordingly; however, in the absence of
information, it will be necessary to consider a number of factors:
• is the threat part of a series? If so, what has happened elsewhere or previously?
• can the location of the claimed bomb(s) be known with precision? If so, is a bomb visible at
the location identified?
• considering the hoaxer’s desire to influence behaviour, is there any reason to believe their
words?
• if the threat is imprecise, could an external evacuation inadvertently move people closer to
the hazard?
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2. Evacuation considerations.
Responsibility for the initial action taken at a venue subject to a bomb threat sits with the
establishment, not police. However all bomb threats should be reported to the police and their
advice followed accordingly. Venue options include:
2.1 External evacuation.
Leaving the venue will be appropriate when it has been directed by police and/or it is reasonable
to assume the threat is credible and evacuation will move people towards a safer location. Appoint
people, familiar with evacuation points and assembly (rendezvous) points, to act as marshals and
assist with this procedure. At least two assembly points should be identified in opposing directions,
and at least 500 metres from the suspicious item, incident or location. Where possible the assembly
point should not be a car park. You may wish to seek specialist advice, which can help to identify
suitable assembly points and alternative options as part of your planning. Where there are large
numbers of people consider a phased evacuation, initially from the immediate area of the device.
This will avoid unnecessary alarm and promote a safer evacuation. Each venue is unique and should
plan and exercise for different threat scenarios.
The police will establish cordons depending upon the size of an identified suspect device. Always
follow police directions and avoid assembly close to a police cordon.
Minimum police cordon distances are:100m – small items e.g. rucksacks or briefcases
200m – medium items e.g. suitcases, wheelie bins or cars
400m – larger items e.g. vans or lorries
2.2 Internal or inwards evacuation (invacuation).
Staying in your venue but moving people away from external windows/walls and is relevant when
it is known that a bomb is not within or immediately adjacent to your building. Also consider that
if the location of the device is unknown, is an evacuation necessary. If a suspect device is outside
your building it may put people in danger if the evacuation route takes them past the device. A
safer alternative maybe the use of internal protected spaces. Inwards evacuation needs significant
pre-planning and may benefit from expert advice to assist in identifying an internal safe area within
your building.
2.3 No action. This will be reasonable and proportionate if, after the evaluation by the venue, the
threat is deemed implausible or a hoax. Police may provide additional advice and guidance. A
proportionate search of the venue should be considered.
Remember: it is vital that regular drills are carried out to ensure all are familiar with bomb threat
procedures, routes and rendezvous points. Disabled staff should have personal evacuation plans
and be individually briefed on their evacuation procedures. Similarly all visitors should be briefed
on evacuation procedures and quickly identified and assisted in the event of a threat.
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Familiarising through testing and exercising will increase the likelihood of an effective response
to an evacuation. Evacuation procedures should also put adequate steps in place to ensure no
one else enters the area once an evacuation has been initiated.
http://www.cpni.gov.uk/Security-Planning/Business-continuity-plan/Evacuation-planning/
3. Search Considerations.
Regular searches of your establishment, proportionate to the risks faced by an organisation, will
enhance a good security culture and reduce the risk of a suspicious item being placed or remaining
unnoticed for long periods. To that end:
• ensure plans are in place to carry out an effective search in response to a bomb threat
• identify who in your venue will coordinate and take responsibility for conducting searches
• initiate a search by messaging over a public address system (coded messages avoid
unnecessary disruption and alarm), by text message, personal radio or by telephone cascade
• divide your venue into areas of a manageable size for 1 or 2 searchers. Ideally staff should
follow a search plan and search in pairs to ensure nothing is missed
• ensure those conducting searches are familiar with their areas of responsibility. Those who
work regularly in an area are best placed to spot unusual or suspicious items
• focus on areas that are open to the public; enclosed areas (e.g. cloakrooms, stairs, corridors,
lifts etc.) evacuation routes and assembly points; car parks, other external areas such as
goods or loading bays
• develop appropriate techniques for staff to be able to routinely search public areas without
alarming any visitors or customers present
• under no circumstances should a suspicious item found during a search be touched or
moved in any way. Immediately start evacuation and dial 113
• ensure all visitors know who to report a suspicious item to and have the confidence to
report suspicious behaviour
http://www.cpni.gov.uk/Security-Planning/Business-continuity-plan/Search-premises/
4. Media and Communication.
Avoid revealing details about specific incidents to the media or through social media without
prior consultation with police. Do not provide or give details of the threat or the decision making
process relating to evacuation, internal evacuation, or taking no action.
Releasing details of the circumstances may:
• be the objective of the hoaxer, providing them with a perceived credibility
• cause unnecessary alarm to others
• be used by those planning to target other venues
• illicit copycat incidents
• impact upon a subsequent investigation
5. Links:
Firearms and Weapons Attacks.
RUN HIDE TELL
https://www.gov.uk/government/publications/recognising-the-terrorist-threat/recognising-the-terroristthreat
https://www.gov.uk/government/publications/stay-safe-film
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Dynamic Lockdown Guidance.
https://www.gov.uk/government/publications/developing-dynamic-lockdown-procedures

Staff Awareness and Security Culture.
Have you briefed your staff on how they can recognise suspicious activity? Consider an
employee vigilance campaign.
Are all aware of the procedures to follow should they suspect suspicious behaviour? If you
require an immediate response call 113.
Preparedness: Are your first aid kits and emergency grab bags checked regularly, complete and
accessible?
http://www.cpni.gov.uk/advice/Personnel-security1/Employee-vigilance/

Physical Security.
Have you checked CCTV systems? Are they all working correctly? Are the date/time stamps
accurate?
http://www.cpni.gov.uk/advice/Physical-security/CCTV/

Mail Handling.
A threat may still exist from items delivered to your establishment by hand or by post. Are staff
familiar with indicators for suspicious deliveries?
https://www.cpni.gov.uk/screening-mail-and-courier-deliveries

Crowded Places Guidance.
https://www.gov.uk/government/publications/crowded-places-guidance

Emergency Planning and Response Advice.
https://www.gov.uk/guidance/emergencies-and-severe-weather-schools-and-early-years-settings
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TELEPHONE BOMB THREAT REPORT
To assess the credibility of a call,
the following check list should be completed as quickly and comprehensively as possible.

Section 1:

DETAILS

Date:

Time of call:

Site/Dept:

Section 2:

EXACT WORDING OF THREAT (AS NEAR AS YOU CAN RECALL)

Section 3:

KEEP THE CALLER TALKING - QUESTIONS TO ASK

When is the bomb going to explode? __________________________________________________________________________________
Where is it right now? ______________________________________________________________________________________________
What does it look like? _____________________________________________________________________________________________
What kind of bomb is it? ____________________________________________________________________________________________
Did you place the bomb? ___________________________________________________________________________________________
Why? ___________________________________________________________________________________________________________
Who are you? ____________________________________________________________________________________________________

Section 4:
Man

Section 5:

DETAILS OF CALLER
Woman

Child

Old

Young

Not Known

Recording

CALLERS VOICE AND BACKGROUND SOUNDS

Calm
Nasal
Street noises
Angry
Stutter
Crockery
Excited
Lisp
Voices
Slow
Raspy
PA System
Rapid
Deep
Music
Soft
Ragged
House noises
Loud
Clearing Throat
Motor
Laughter
Deep Breathing
Office Machinery
Crying
Cracking Voice
Booth
Normal
Disguised
Factory machinery
Distinct
Local
Animal noises
Slurred
Familiar
Clear
Static
Accent (please explain)
Long distance
Other ____________________________________________________________________________
If voice is familiar, who did it sound like? ______________________________________________________

Section 6:

NEXT STEPS

Report call immediately (during call, if at all possible) to:

Principal (Paul Walton)

If the Principal is unavailable, inform:
Primary Head (Katarina Železinger)
Principal will instruct the following to contact/liaise with Police: Andrej Kravanja
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Section I: Incidents Off-site
All activities which take place off-site require an assessment of their potential risks and planning for
these to be reduced to a safe level/eliminated.
Details of these procedures are given in the Trips & Off-Site Activities Policy.
P.E.
As most P.E. activities are undertaken off-site, the P.E. teachers are responsible for dealing with any
injuries and administering First Aid if required in P.E. lessons. A member of the school’s Leadership
Team should immediately be informed of any serious injury and the student’s parent/guardian should
be contacted by the teacher as soon as possible.
There should be no delay in obtaining outside medical attention should it be necessary, even if the
parent/guardian is not contactable.
In addition to the Sports Centre’s First Aid equipment, First Aid kits are also carried by the P.E. teachers.
Any accident where First Aid is administered to students is to be recorded by the member of staff who
witnessed it on an Accident or Incident Log Sheet, kept in Reception, upon return to school. The
relevant Head of Primary/Secondary or the Principal must also be informed in all cases of serious
injuries.
Trips
Late Back Procedures
In the event that the return from a trip will be delayed, it is imperative that the SLT and parents are
informed. The responsibility to inform the parents lies with the school, not with the students. The
parents should be given as much notice as possible regarding the delay, to avoid unnecessary waiting.
As soon as possible once the delay is realised, the Trip Leader should contact the Head of
Primary/Secondary or the Principal, according to prearranged contact plans, to let them know the
reason for the delay and the revised estimated time of return.
During the school day, the Head of Primary/Secondary or the Principal will send a message to all the
parents on the trip contact list by iSAMS SMS to inform them of the delay. Outside of school hours, or
if iSAMS is unavailable, a direct SMS will be sent.
Accident or Emergency
In the event of a serious accident or medical emergency the Trip Leader is responsible for assessing the
situation, safeguarding the uninjured students, attending to the injured and informing the emergency
services. Tasks within this will be delegated to other accompanying staff members as required.
The Principal, relevant Head of Primary/Secondary and/or other designated “Emergency Contact” if
neither are in Ljubljana, must be informed as soon as the situation permits. The designated Emergency
Contact should be available at all times, including outside of normal working hours, whilst the trip is
taking place.
The Trip Leader and the Principal, Head of Primary/Secondary or other designated Emergency Contact
will have a list of school contact details, student contacts, parent contacts and permission for
emergency medical treatment in case the parents cannot be contacted.
The parents of the student(s) involved must be informed as soon as the situation permits.
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Section J: Liaison with Embassies
The school is included within the security arrangements for both the U.S. and British Embassies.
The school has a radio link with the U.S. Marine Security Guard post and makes regular monthly
radio checks and the Principal takes part in State Department security training activities. The
school is the designated alternate location for the British Embassy in the event of an emergency
which compromises their location in the centre of Ljubljana.
US Embassy Radio Network
During a crisis, the US Embassy’s Emergency & Evacuation (E&E) network is an important means of
communication when other, more traditional, means such as cell phones and land line phones are inoperable
or overwhelmed.
To help secure the safety of our students (particularly as many are from diplomatic families) and staff during
a crisis situation, we are issued with a radio as part of the E&E network, so that we can receive
communications from and communicate with the US Embassy. The BISL call-sign is “LONDON”.
The radio must always:
• be turned on and use either Channel 1 (EAP-R) or Channel 2 (EAP-T)
• have the volume turned up
• be in sleep mode (radios left on and in the charger will automatically go into sleep mode after a
few minutes.)
• be able to receive the signal (i.e. be in a location that you can receive and transmit from)
In the event of an emergency, an “All Call” message will be issued by the Marine Guard Post at the US
Embassy. Radios correctly left in the charger in standby mode with signal will automatically ‘wake up’. The
following message will be broadcast and repeated:
“Attention! Attention! All personnel are requested to acknowledge the All Call page
and conduct a radio check at this time.”
To correctly respond to the All Call or to make monthly Radio Checks:
• take the radio out of its charger
• press the Push To Talk (PTT) button (large thumb shaped button on the side of the radio)
• wait two seconds and with the radio 5-6 inches from your month say the following slowly and
clearly: “Control, Control, this is London ... Radio check, Over”
• Control should respond: “London, Control copies, Loud and Clear”
and may ask how well you hear them OR may finish the conversation with “Out”.
NOTE: only one person can transmit at a time, so if someone else is speaking please stand by until the
channel is clear. You will hear others conducting their radio checks.
The time of a crisis is not the time to test the radio system, so checks are carried out on the 2nd Thursday of
every month. We may conduct our monthly check at any convenient time on this day.
To carry out the Monthly Radio Check:
• contact Marine Guard Post 1 at +386 200 5556 and advise them you are ready to complete the
radio check;
• make the Radio Check as above;
• upon completion, place the radio back in it’s charger. It will, after several minutes, go back into
sleep mode.

3.8 British Embassy alternate location
All visitors to the school should sign in at Reception and be directed from there. Visitors and
contractors should be made aware of their responsibilities. It is expected that each person will
behave at all times in a manner which shows regard for the health, safety and welfare of
themselves and others.
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Section K: Weather – floods, snow, ice, air quality
Weather conditions can affect the daily operations of the school as well as specific activities.
In winter, contractual arrangements are in place for snow clearance to enable access to the school
and the Facilities Manager will ensure the entrance and parking areas are salted and gritted to
prevent slips. Students continue to go outside at break, but wear appropriate cold weather
clothing.
In summer, students are encouraged to wear hats when outdoors, and caps are a requirement for
younger age-groups.
Because of its location, Ljubljana frequently experiences a temperature inversion, which may lead
to a decrease of air quality. In the event of any public warning of poor air quality, students are not
permitted outside at breaktimes. The school also monitors the national environmental service
(ARSO) data and may choose to keep the students inside even if no warning has yet been issued.

Section L: Other site-related emergencies
• No water

• No electricity - emergency lights approx. 30mins

• No food (Agrobar emergency)
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