This Privacy Notice

PRIVACY NOTICE

deals with how we collect, handle and use your data within our business.

We aim to comply with the General Data Protection Regulation 2016 (GDPR) and the Data

Protection Act 2018
with respect and to

in all respects including in the spirit of the need to treat your personal data
keep it safe. We will only collect and use your personal data in the ways

that are described here, and in a way that is consistent with our obligations and your rights

under the law.

1. Who We Are.

Business name:

Wiseup Networks Limited (“Wiseup”)

Registered address: 2 Henson Grove, Timperley, Altrincham, Cheshire, England

WA15 7QA

Trading address i
different:

f

where registered:

Registered number and 11885945 Registered in England & Wales

Contact phone:

0333 3601968

2. Definitions.

Data subject or
“you!! OI'
“your”:

A data subject is an “identifiable natural living person who can be directly or
indirectly identified in particular by reference to an identifier”. “Identifier” covers
almost any information that we might have that could identify you as an
individual. It also means that data subjects include employees/associates/
individual customers or individuals within customer organisations — any

individual that our organisation holds personal data on.

Personal Data:

This is any information or data relating to a data subject that can be used to
identify them or is information relating to them which makes that data personal
to the data subject. So, this will include names, addresses, other contact details,
date of birth, driver’s license, financial information e.g. credit cards, CCTV,
emails, online identifiers (provided by their devices, applications and tools such
as IP addresses, cookie identifiers etc.).

Special
Category Data:

This includes race or ethnic origin, religion, philosophical or political opinions,
health information, genetic or biometric data, sexual orientation or sex life and
trade union membership. Because of the nature of Special Category Data there
are special rules for lawful processing.

Data A data controller determines the purposes and means of how your personal data
Controller: is processed.

Data A data processor is any person other than an employee of the data controller
Processor: who processes the data on behalf of the data controller.

Data Data processing covers just about anything that we do with your personal data
Processing: including both automated electronic processing and manual processing within

a structured filling system including collection, recording, organisation,
structuring, storage, adaptation or alteration, retrieval, consultation, use,
disclosure by transmission, dissemination or otherwise making available,
alignment or combination, restriction, erasure or destruction.

3. What Does This Notice Cover?

This Privacy Notice explains how we, where we act as a Data Controller, use your personal data and
Special Category Data and sets out how that data is collected, how it is held and how it is processed.
Please note that we may at times use a third party to process your data, but they will be also bound
under the rules of the GDPR that protect your personal data. This notice also explains your rights under
the law relating to your data.
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4. Where Do We Collect Data From?

We can collect data in the following ways from customers who purchase from us, suppliers who we deal
with and from others who interact with us via:

a)
b)
c)
d)

Face to face contact;

Email/text/hard copy forms/telephone;

Information from 3 parties. This will require your consent with the 3 party;

Our website. Data maybe collected in 2 ways:

Information that you input into forms or in other ways;

Automated data collection via “cookie technology” in order to understand how our website
is being used and to provide you with a personalised service when you visit the website.
Cookies may gather information about you including details of your operating system, the
type of device you are using, browser version, domain name and IP address. It may also
include usage and statistics about your interaction with our website. We may then take that
information and use 3" party analytical software or services to analyse it. Cookies identify
your browser and other basic information, but they do not identify you as an individual as
they are not linked to any personally identifiable information that you submit. You can
control the use of cookies at the individual browser level but if you choose to disable them
it may limit your usage of our website and full access to some of its functions. For further
information on cookies and their use please refer to our cookies policy.

Social media. We may gather information about you from social media sites. Such information
will be that which you have willingly shared on the public domain and as such will be outside of
the scope of GDPR. However, we will still treat such information as we would any other personal
data covered by GDPR.

5.  What Personal Data do we Process?

a) Personal Data:

We may process the following Personal Data regarding you when providing services via our online
mentoring platform:

o

@)

@)
@)
@)

Clients:

Your name and date of birth;

Job title and place of work;

Your contact details including email, phone, location, other contact means that you wish to

use

Financial information relating to payment for services

Any Personal Data contained with messages stored on Our Online Messaging System.
Mentors:

Your name and date of birth;

Job title and place of work;

Your contact details including email, phone, location, other contact means that you wish to

use

Your Curriculum Vitae (CV) and Bio (see Terms);

Financial and VAT information relating to payment for services via PayPal;

Any Personal Data contained with messages stored on Our Online Messaging System.

We may process the following Personal Data when providing Services that are not delivered on our
online mentoring platform:

Education Providers

Names and contact details of contacts within the organisation involved in the negotiation of
and the performance of any contracts.

Names, date of birth, email, phone and other contact means for students at partner
organisations, participating in the services.

Provide any relevant information or requirements to the clients or other partner for any work
experience or onsite activities at the partner’s premises.

Clients:

Your name and date of birth;
Job title and place of work;
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o Your contact details including email, phone, location, other contact means that you wish to
use
o Financial information relating to payment for services

Mentors:

o Your hame;

o Job title and place of work;

o Your contact details including email, phone, location, other contact means that you wish to
use
Students:

o Your name and date of birth;

o Your contact details including email, phone, location, other contact means that you wish to
use

o You or an authorised representative or parent may be required to sign a consent form

b) Special Category Data: We will not normally process any Special Category Data unless required

to

do so by you as part of a contract. PLEASE NOTE: Messages sent under Our Online

Messaging System are stored by Wiseup — if you include any Special Category Data (as

defined under Clause 2) then this will be processed by WiseUp and you are deemed to have

given _consent to this. If You do not give consent then please do not use the Online

Messaqging System for any Special Category Data.

6.

Data Protection Principles:

The GDPR sets out 6 principles governing how we must process your personal data — it must be:

a)
b)
c)

d)
e)

f)
7.

Processed lawfully, fairly and in a transparent way.

Only collected for specific legitimate purposes and processed for those purposes only.
Adequate, relevant and limited to what is necessary in relation to the purposes for which they
are processed.

Accurate and kept up to date.

Not kept for longer than necessary for its purpose.

Processed securely and confidentially to ensure it is not lost or damaged or destroyed.

What Are Your Rights Concerning Personal Data?

Under the GDPR, you have the following rights, which we will always aim to uphold:

a)

b)
c)

d)

)
h)

The right to be informed about how we collect and use your personal data — this Privacy Notice
should tell you everything that you need to know but if you have any further questions then
please contact us using the contact details below;

The right of access to your personal data and the right to verify the lawfulness of the processing;
The right to have your personal data rectified to correct inaccurate information or to have it
completed if it is incomplete — please contact us using the contact details below;

The right to erasure of your personal data — sometimes known as “the right to be forgotten”.
That is the right to have us delete or otherwise dispose of any of your personal data - please
contact us using the contact details below;

The right to restrict the processing of your personal data;

The right to data portability so that they can take and use their personal data for their own
purposes across different services;

The right to object to use processing your data on for a particular purpose or purposes;

Rights concerning automated decision making and profiling. Please note that [We do not use
your personal data in this way] OR [Section 9 explains more about how we use your personal
data, including [automated decision-making] and/or [profiling]]

You can obtain further information about your rights from the Information Commissioner’s Office. If you
have any cause for complaint about our use of your personal data, you also have the right to lodge a
complaint with the Information Commissioner’s Office.
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8.

What Are The Lawful Justifications for Processing Personal Data?

The GDPR requires us to have a lawful justification to process data. The following is a summary of the
possible lawful justifications:

a)

b)

c)

d)

e)

f)
9.

Consent of the data subject. Consent under the GDPR requires it to be:

a. Freely given;

b. Specific;

c. Informed;

d. Unambiguous.
Processing the data is necessary for the performance of a contract between us and the
data subject. This allows the lawful processing of your personal data:

a. To fulfil our contractual obligations to you: or

b. Because you have asked us to do something before entering into a contract e.g.

providing a quotation for goods or services.

Processing the data is necessary for compliance with alegal obligation. This requires that
the legal obligation must be laid down by either UK or EU law.
Processing the data is necessary for the purposes of our “legitimate interests” or those
of a 3" party including wider benefits to society. This requires us to review our legitimate
interests and to ensure that they do not conflict with the fundamental rights and freedoms of
the data subject.
Processing the data is necessary to protect the vital interests of the data subject or
someone else. This is used where we would need to process your personal data to protect
either your or another person’s life or wellbeing.
Processing the data is in the public interest.

What Are The Additional Justifications For Processing Special Category

Data?

In addition to the justifications given in section 8 for ordinary personal data the GDPR lays down more
stringent requirements regarding the processing of your personal sensitive data. In this regard we will
only process your Special Category Data if:

a)
b)
c)
d)

e)

10.

You have freely given us your explicit consent;

Processing is necessary to comply with any legal obligations that we may have;

Processing is necessary to protect your vital interests or those of another living person where
you are physically or legally incapable of giving consent;

Processing relates to Special Category Data which has been manifestly made public by you
e.g. posting it on social media;

Processing is necessary for the purposes of preventative or occupational medicine, medical
diagnosis or the provision of health and social care.

What Justification Do We Have For Processing Your Personal Data?

Under the GDPR, we must always have a lawful justification for using personal data. Your personal
data will be used for the following purposes:

a)

Clients and Mentors

¢ Providing and managing your contract;

e Supplying our services to you. Your personal details are required in order for us to enter
into a contract with you;

e Personalising and tailoring our services for you;

e Communicating with you. This may include responding to emails or calls from you;

e Supplying you with information by email AND/OR post that you have opted-in to (you may
unsubscribe or opt-out at any time.

e Ifyou are a client providing services to another client we may need the selected employee
contact information, job title, role and any other relevant information to provide the
services

b) Education Providers

e Providing and managing your programme;
¢ Communicating with you. This may include responding to emails or calls from you.

In order to do this, we justify such processing of ordinary personal data on the basis of:

a)

Your consent for any marketing communications which you can withdraw at any time.
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b) Itis necessary for the performance of a contract between us.
c) Becauseitisin our legitimate interests to process it.

In the event that we are required to process Special Category Data then we will only do so on
the basis of the justifications given above together with your explicit consent.

If you require further information on these justifications, then please contact us via
info@wiseupnetworks.com.

With your permission and/or where permitted by law, we may also use your personal data for marketing
purposes, which may include contacting you by email AND/OR telephone AND/OR text message
AND/OR post with information, news, and offers on our products AND/OR services. You will not be sent
any unlawful marketing or spam. We will always work to fully protect your rights and comply with our
obligations under the GDPR and the Privacy and Electronic Communications Regulations 2003, and
you will always have the opportunity to opt-out.

11. How Long Will We Keep Your Personal Data?

We will not keep your personal data for any longer than is necessary for the purposes for which it was
initially collected. Data required for the fulfilment of a contract will be kept for 6 years in line with the
statute of limitations for contract law.

12. How and Where Do We Store or Transfer Your Personal Data?

We will only store your personal data in the UK or the European Economic Area which means that your
data will be fully protected under the GDPR or the equivalent jurisdictional law.

Your personal data is stored on Microsoft OneDrive and Microsoft Outlook, which is backed up to
Redstor. In addition to being 1SO9001 (Quality) and 1ISO27001 (Information Security), Redstor is
ISO22301 (Business Continuity) certified. In accordance and adherence to 1SO22301 (Business
Continuity) Redstor maintains a business continuity strategy and associated plans.

13. Sharing Your Personal Data

We will not share any of your personal data with any third parties for any purposes unless:
a) We are required to do so by law;

b) We may contract with the following third parties to supply products AND/OR services to you on
our behalf. These may include payment processing, delivery, and marketing. In some cases,
those third parties may require access to some or all of your personal data that we hold.

Services provided via our online mentoring platform:

i. Clients: If you are a client of our online mentoring platform, all our website financial
transactions are handled through our payment services provider, Stripe. You can
review their privacy policy at https://stripe.com/gb/privacy. We will share information
with Stripe only to the extent necessary for the purposes of processing payments you
make via our website, refunding such payments and dealing with complaints and
queries relating to such payments and refunds.

ii. Clients: If you are a client via our online mentoring platform your contact details will be
shared with the mentor(s) that you have chosen to communicate with.

iii. Mentors: If you are a mentor our financial transactions are handled through our
payment services provider, PayPal. You can review their privacy policy at
https://www.paypal.com/uk/webapps/mpp/ua/privacy-prev . We will share information
with PayPal only to the extent necessary for the purposes of processing payments to
you or dealing with complaints and queries relating to such payments and refunds.

iv. Mentors: If you are a mentor providing service via our online mentoring platform then
your data will be available publicly with the exception of your phone details and your
CV which will be deleted following your approval as a mentor.

Services that are not delivered on our online mentoring platform:

V. Clients: if you are a client in receipt of our services or supporting the provision of our
services that is not via our online mentoring platform any sharing of details will be
outlined in either the agreed contract for the services or a consent form from the
individual receiving the services.

vi. Mentors: If you are an employee of the Client in providing the services to the education
provider and student, we shall share the relevant information to support the provision
of services.
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Vii. Education Provider: If you are an education provider receiving the services from
Wiseup Networks Limited or the client we will share the information to the client to
provide the required services. This may be supported by an agreed consent form
signed, if required, by the student and/or authorised representative or parent.

viii. Student: If you are an student receiving the services from Wiseup Networks Limited or
the client we will share the information to the client to provide the required services.
This may be supported by an agreed consent form signed, if required, by the student
and/or authorised representative or parent.

If any of your personal data is required by a third party, as described above, we will take steps to ensure
that your personal data is handled safely, securely, and in accordance with your rights, our obligations,
and the third party’s obligations under the GDPR.

We may contract with third parties (as described above), and those third parties are located outside of
the UK or the European Economic Area. If any personal data is transferred to a third party outside of
the EEA, we will take suitable steps (including seeking your explicit consent) in order to ensure that
your personal data is treated just as safely and securely as it would be within the UK and under the
GDPR.

14. Accessing Your Personal Data?

In accordance with the GDPR you are entitled to know:
a) If we have any personal data concerning you; and if so
b) What data we hold.

Accessing such data or finding out if we have any data concerning you is known as a “subject access
request”’ (SAR). SARs should be made in writing and sent via either email or post to the contact details
given below. We have a standard Subject Access Request form for you to use which can help in making
the request clear. However, you do not have to use this form if you do not wish to.

There is normally no charge for a subject access request. However, the law allows us to make a
reasonable charge to cover our administrative costs if your request is ‘manifestly unfounded or
excessive’ (for example, if you make repetitive requests).

We will respond to your subject access request within 1 calendar month of receiving it. Normally, we
aim to provide a complete response, including a copy of your personal data within that time. In some
cases, however, particularly if your request is more complex, more time may be required up to a
maximum of three months from the date we receive your request. You will be kept fully informed of our
progress.

15. Cookies Policy

Cookies are small text files that we store on your computer whilst you are visiting our website. There
are 4 basic types of cookie:

A. Session cookies — allow websites to link your actions during a specific session — these cookies
expire when the session is ended.

B. Persistent cookies — these are stored on your device between sessions and they allow your
choices and browsing history across the site or across multiple sites to be recorded. These
cookies can be used to target advertising. They will remain on your device unless you either
delete them or they time expire

C. First party cookies — these are cookies set by our website.

D. Third party cookies —these are cookies set by a domain different from our site whilst you are
using our site.

Since 2011 there has been a requirement for us to obtain subscribers’ or users’ consent to the use of
certain types of cookie. There are 4 categories of cookie that can be used:

1) “Strictly necessary” cookies — these are normally first party session cookies that are
essential for you to be able to use all the features of our website. These cookies enable the
services that you have requested and as such consent is not required for these. However, the
law narrowly defines “strictly necessary” and restricts them to those cookies that store a unique
identifier that manages and identifies you in respect of other current users of the site so that a
consistent and accurate service can be provided. These cookies will not be used for marketing
purposes or for remembering your preferences and ID outside of the current session.
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2)

3)

4)

“Performance” cookies — these are cookies that may be either first or third party, session or
persistent and are used to collect information about how you use the site but they do not collect
any personal information that could identify you. The information is made anonymous by
aggregating it together so that we can improve the performance of the site. Examples may
include web analytics, advertising response rates, affiliate tracking, and error management but
they should not be used to retarget adverts — if they do then they will need to be classified under
category 4 as well. We need your consent for the use of these cookies during your session.

“Functionality cookies” - these are cookies that may be either first or third party, session or
persistent and will generally be the result of your actions where they will remember the choices
that you have made. They may also be used to deliver a service that you have not explicitly
requested but is being offered to you. They can also be used to prevent you being offered a
service that you have previously rejected. These cookies should not be used to retarget adverts
— if they do then they will need to be classified under category 4 as well. We need your consent
for the use of these cookies during your session.

“Targeting or advertising” cookies: these are cookies that are normally 3" party persistent
(but time limited) cookies that are used to deliver adverts that are more relevant to you by
collecting information about your browsing habits. Where these are being used as part of an
advertising network that collects browsing habits in order to target relevant adverts to you we
will advise you of such. We need your consent for the use of these cookies during your session.

You are in control of the use of cookies. With regards to cookies then you can normally control these

via your browser. Most browsers allow you to reject all cookies, whilst some browsers allow you to reject
just third-party cookies. Blocking all cookies will, however, have a negative impact upon the usability of
many websites, including this one.

If you are happy to continue with our use of cookies as detailed above on this site, then we require your
informed consent as we do not rely on “implied consent” as some other sites do. You will therefore have
to “Accept Cookies” in order to have full use and functionality of our site.

16.

Contact Information

If you wish to contact us about anything to do with your personal data and data protection, including to
make a subject access request, please use the following details:

17.

For the attention of Graham Wood

Email address: info@wiseupnetworks.co.uk

Telephone number: 07824625998

Postal Address: 2 Henson Grove, Timperley, Altrincham, Cheshire, WA15 7QA.

Changes to this Privacy Notice

We may change this Privacy Notice from time to time to accommodate changes in the law or if we
change the way we do business in a way that affects personal data protection.
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