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DATA SHARING ACROSS STATE AGENCIES
Improving Constituent Services, Enhancing Policymaking & Reducing Costs

WHITE PAPER

Executive Summary

State governments across the United States are beginning to recognize the value of interagency data sharing. Sharing data improves 

services to constituents, enables policymakers to make better-informed decisions, decreases data storage and maintenance costs, 

reduces fraud, and allows staff to spend more time serving constituents, and less time manually extracting and aggregating data.  

Before interagency data-sharing initiatives can deliver on their promise, however, states first must overcome legislative, privacy, 

and technical barriers to data integration. It is equally critical that agencies ensure that the data they choose to integrate will 

deliver meaningful value. 

This paper discusses the value of data-sharing initiatives, potential use cases, barriers to data integration, and recommended 

steps toward a solution. One key step involves establishing a data governance board and policies to help ensure that the initia-

tive complies with applicable state and federal laws and regulations and delivers suitable return on investment through improved 

services for constituents, decreased costs, reduced fraud, and more-informed allocation of funding. 

Another critical step is the implementation of technologies that support efficient data sharing. These will include a master data 

management solution as well as an integrated data platform with analytical and reporting capabilities.

We recommend that states start small, initially bringing together data from only a few agencies in order to demonstrate the value 

of data sharing and increase participation and confidence before engaging large numbers of agencies in a broader initiative.

Introduction

Data is one of the most valuable yet underutilized resources in the public sector. When policies and decisions are based on ac-

tionable data, they are more likely to align with constituent needs than policies and decisions based on fragmentary information, 

guesswork and supposition.  

Yet, the data needed to improve governmental policymaking and decision-making is typically maintained in multiple, disparate 

systems and managed by multiple state government agencies. This makes it difficult if not impossible for analysts to access data 

that would provide a clearer view of constituents, their needs, and how programs can address these.

For decades, state agencies have operated in siloes, without an unequivocal means of identifying each unique constituent 

across systems. As a result, a Medicaid provider, for example, will not be informed that an enrollee recently phoned a state-run 

crisis line or was admitted to a state-run mental health facility. Even if the information were shared, it might be unhelpful, with the 

enrollee’s name appearing as J. Smith in one system, John Smith in another and John R. Smith in a third.
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To fully understand constituents and their needs, states must 

first integrate data from the various systems that contain per-

tinent information about constituents, de-duplicate data (such 

as the various renderings of a constituent’s name and other 

identifying information), and apply tools to analyze the data 

and create informative and actionable reports.

Although data integration and analytics have been strategic 

initiatives in the private sector since the late 1990s, they have 

only recently become high priorities in the public sector.  

State CIOs are not alone. State lawmakers also are embracing 

data integration. In 41 states and Washington, D.C., 318 bills on 

data sharing have been introduced since 2015.2

The federal government is aligned as well. In 2013 alone, $42 

million in federal grants were issued in support of state-level 

data sharing initiatives.3

In recent years, many governors and other state executives 

have recognized the criticality of integrating constituent data 

and have directed CIOs of state agencies to create integrated, 

statewide data-sharing policies and platforms.

State CIO Priorities for 2016
Security + Risk Management

Cloud Services

Consolidation/Optimization

Business Intelligence + Data Analytics

Legacy Modernization

Enterprise Vision + Roadmap for IT

Budget + Cost Control

Human Resources/Talent Management

Agile + Incremental Software Delivery

Disaster Recovery/Business Continuity

The CIOs’ Top 10 List

Each year, the National Association of State Chief Information 

Officers surveys state CIOs in order to determine their Top 10 

strategies, management processes, and solutions for the com-

ing year. In 2016, for the first time, business intelligence (BI) and 

data analytics made the list, with CIOs ranking them No. 4. The 

association defines BI and data analytics as “applying BI/Business 

Analytics within the enterprise, communicating the value, build-

ing expertise, delivering shared services, exploring big data, data 

analytics.”1 

The CIOs’ No. 3 priority for 2016 was consolidation/optimiza-

tion, defined as “centralizing, consolidating services, opera-

tions, resources, infrastructure, data centers, communications 

and marketing.”

Both priorities underscore state governments’ growing recog-

nition of the value of data and analytics and of consolidating 

data and other resources across agencies. 

In Virginia, for example, Governor McAuliffe in May 2016 is-

sued a directive encouraging state agency CIOs to “review all 

Commonwealth systems, practices, processes, policies, ap-

plicable laws and regulations governing the sharing of data 

across agencies and create an inventory of state agencies’ 

data analytics assets, capabilities, best practices, and data-

sharing activities” in preparation for defining a strategy for le-

veraging shared data within the commonwealth.4 

Other states already had been working toward that objective. 

New York, South Carolina, Indiana, Illinois, Michigan, Missouri 

and Arkansas have been among the early adopters of data-

sharing initiatives and are currently working toward building 

data integration solutions.

Even within these states, however, many have integrated only 

subsets of data. For the most part, the focus has been on crimi-
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nal justice and public health. Even there, considerable work 

remains to be done.

Each morning in Missouri, for instance, emergency room data is 

now made available to the state’s Medicaid healthcare provid-

ers so they can determine whether any of their patients require 

follow-up care or other services.5 While this is a step in the right 

direction, it does not reflect true data integration. Currently, the 

emergency room data is copied from a particular system and 

manually inserted in emails, which are then sent to providers. 

An integrated approach would automate the transfer of data 

between systems and provide automated alerts to specific 

providers, saving time and money by eliminating the need for 

manually copying and emailing the data.

The Value of Inter-Agency Integration

Although the integration of state-government data delivers 

many benefits, four of the most important are:

1. Enhanced services and outcomes for constituents

2. More-informed policymaking

3. Decreased costs

4. Reduced fraud and abusive activity

In many states, for example, data regarding behavioral health 

history, medical history, and involvement with the criminal 

justice system is maintained in separate systems. If a law en-

forcement officer encountered a person with a mental illness, 

information about the person’s behavioral health history, state-

provided treatment, and medical history would not be available 

to the officer. Making that information available could impact 

the officer’s interactions with the person as well as the outcome 

for the person.

Interagency data integration offers a broader and more cohe-

sive picture of constituents and can result in better care and 

outcomes for constituents. It can answer questions regarding 

how certain services and programs impact lives, enabling the 

state to coordinate and enhance services, improve the efficien-

cy of service delivery and reduce the information collection 

burden on the public.

More-informed policymaking

Many policies, regulations, and laws cut across multiple agen-

cies’ data. An integrated data platform can lead to better-in-

formed, data-driven policymaking. 

In New York, for example, integration of welfare and criminal 

justice data enabled policymakers to determine that individuals 

who first entered foster care after age nine were more likely to 

be involved in the juvenile justice system. Based on this analy-

sis, the state allocated more than $20 million targeting preven-

tion services for children in this age group.6 

Decreased costs

Data sharing also reduces data duplication, processing and 

storage, ultimately leading to lower costs over time. Additional 

cost savings arise as agencies spend less time entering data 

and managing duplicative data. Through the implementation of 

self-service tools and automated reporting, less time can be 

spent aggregating data and more time can be spent serving 

constituents.

Decreases in costs and labor ensure that a greater portion of 

taxpayer dollars is spent on policies that support constituents 

as opposed to the management and maintenance of data. 

Reduced fraud and abusive activity

By addressing the problem of siloed data, states are also bet-

Enhanced services and outcomes for constituents

Most Americans are served by more than one state agency. 

Yet in the absence of a statewide integrated data platform, the 

agencies that serve any given constituent have only a narrow 

view of that person and his or her needs. 
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constituents’ criminal background, medical history and prior 

treatment for substance use might provide the basis for valu-

able insights for policymakers, but it could lead to a public out-

cry about privacy rights, including those afforded by the feder-

al Health Insurance Portability and Accountability Act (HIPAA) 

and Code of Federal Regulations (CFR).

In Illinois, where multiple state agencies are participating in a 

data integration project, the agencies “first had to establish the 

rules of the road,” according to GovTech.com. “First and fore-

most was understanding privacy rules. It’s understood, for ex-

ample, that (HIPAA) restricts the use of personal medical infor-

mation. Less well known is the law’s ban on the use of certain 

depersonalized data, even for statistical purposes.”8 

Establish a data governance board and appoint data stewards

The most effective way to establish and enforce data shar-

ing policies and regulations is through data governance and 

data stewardship. 

Data governance involves setting standards, policies, and pro-

cedures that apply to collecting, integrating, and sharing data. 

Policies should stipulate what data can and cannot be integrat-

ed; who can access the integrated data; how the integrated 

data can be used; how permissions will be granted; how data 

will be stored; and how metadata (or information about data) 

will be created and managed. Data governance also sets stan-

dards for data quality. 

Data governance should be established at both the state level 

and the agency level, with awareness of and alignment with 

applicable state and federal laws and regulations.

A major reason that defining standards, policies, and proce-

dures is necessary in an interagency environment is that each 

agency, historically, has followed its own path, collecting and 

managing data in its own way. When multiple agencies share 

data but do not share data governance principles, confusion 

inevitably will arise regarding access, privacy, and security and 

regarding the data itself. One agency, for example, might refer 

to a given person’s race as “Caucasian” while another agency 

might refer to it as “white.” Establishing data standards will 

promote data consistency and higher data quality, leading to 

more reliable information.

ter able to prevent and reduce fraud which provides additional 

cost savings.

In North Carolina, for example, integrating data from the Division 

of Employment Security, Rate Bureau, and Department of Insur-

ance, has allowed the state to improve identification of work-

ers’ compensation coverage fraud. The data integration has 

provided visibility to the number of employees by employer as 

compared to worker insurance coverage and provide alerts for 

potential noncompliance. Since integrating the data, the state 

has collected nearly $1 million in civil penalties and 600 employ-

ers who lacked coverage previously now have coverage.7

Solving the Problem: Recommended Steps

An effective strategy for establishing an integrated data plat-

form requires analysis, governance and technical expertise. 

Analyze data 
& determine integration 
opportunities

Establish data 
governance board 
& appoint data stewards

Implement 
technologies in support of 
data-sharing initiatives

Analyze data and determine integration opportunities

Before states move to a path of integration, it is important to 

first define desired outcomes. These outcomes should inform 

the strategy and the determination of what data should be 

integrated. In order to accomplish this, it requires analyzing 

existing systems and identifying data that would be of value in 

an integrated environment. It is important to recognize that not 

all data should be integrated. 

Integrating data from a state education department with data 

from state-run hospitals, for example, probably wouldn’t de-

liver sufficient return on investment (ROI) to justify the cost and 

effort required to bring the data together. 

In contrast, integrating select data from state-run hospitals 

with select data from in-home behavioral health providers 

could deliver significant value, as it would enable staff to pro-

vide better follow-up care after determining, for example, that 

a person had been hospitalized for a suicide attempt or drug 

overdose.  

In determining what data merits integration, it is important to 

consider not only potential ROI, but also public perceptions 

and state and federal regulations. Assembling data regarding 
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Within each agency, a data steward should be appointed to 

enforce data governance principles, ensuring that data is col-

lected, stored, and managed in compliance with the agency’s 

standards as well as the state’s standards. 

At the state level, a data governance board, with representa-

tion from the agencies participating in the data-sharing initia-

tive, should lead the effort to define data governance policies 

and procedures and keep these current and consistent with 

evolving state and federal laws. 

One example of a state that has successfully implemented a 

state data governance board is New Jersey. To coordinate 

data sharing among agencies, the state established the New 

Jersey Data Governance Office, responsible for executing 

data governance policies and processes set by the state’s 

Data Governance Executive Committee.9 

Implement technologies in support of data-sharing initiatives

With data governance and data stewardship established, the 

next step in an interagency data-integration project involves 

selecting and implementing technologies to support the initia-

tive. These will include a master data management solution as 

well as an integrated data platform with analytical and report-

ing capabilities.

It is worth noting that these technologies won’t necessarily 

replace existing technologies used by the agencies involved 

in a data-sharing initiative. In most cases, each agency’s 

employees will continue to enter and manage data within 

existing systems. What will change is that select data from 

participating agencies will be sent from existing systems to 

the master data management solution and, in turn, to the in-

tegrated data platform. 

That said, we recommend that states leverage existing tech-

nologies and resources when possible in order to save time, 

labor and money; however, they may need assistance from 

outside consulting or technology firms in developing an effec-

tive data strategy and model and implementing needed tools. 

Typically, the master data management solution will be an 

extract, transform and load (ETL) tool that will de-duplicate 

data regarding people and establish a master record for each 

unique person. If different agencies collect data regarding the 

same person but have captured some details differently (for 

example, using the name John Doe in one system and Johna-

than Doe in another), the ETL tool will determine whether 

these differences suggest that the data refers to two differ-

ent people or to one person to whom different designators, 

or values, have been applied. Along with this, a single value 

will be selected for each data field in the individual’s master 

record. This will enforce reporting consistency going forward. 

De-duplication and data standardization are essential to the 

effective analysis and reporting of data.

To bring together all available information about constitu-

ents whose data appears in multiple systems, an integrated 

data platform is needed. This usually takes the form of a data 

warehouse. 

Once the integrated data platform has been designed, built, 

and tested (to ensure that the information it contains is usable 

and actionable), the next step is to create automated reports 

and provide tools for self-service reporting and analytics. 

These capabilities will enable users to inform decision-makers 

through real-time access to information in the form of reports, 

dashboards, and analytics, leading to data-driven policymak-

ing and decision-making. 

Approach: Starting Small

We recommend that states start small, integrating only two or 

three agencies’ data as a proof of concept, and then build on 
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that through an iterative approach. This will make the project 

manageable while providing an opportunity for project spon-

sors to build trust and gain interest across agencies, helping 

boost participation in the initiative.  

North Carolina began by piloting state data integration through 

two projects10:

• Criminal Justice Law Enforcement Automated Data Servic-

es, which consolidates data from multiple law enforcement 

agencies into a single portal

• The North Carolina Financial Accountability and Compli-

ance Technology System, which shares data from multiple 

sources in order to identify fraud and waste in areas such as 

unemployment insurance

Based on the success of these projects, North Carolina since 

has established the Government Data Analytics Center, which 

serves as the analytics hub for all state agencies. North Caro-

lina has also begun developing data-sharing initiatives involv-

ing data regarding child welfare, juvenile justice, and Medic-

aid. Additionally, the state is developing a statewide health 

information exchange to enable sharing of medical informa-

tion with Medicaid providers.   

“The strategy has been to start small and think enterprise,” 

said John Correllus, director of the North Carolina Government 

Data Analytics Center, speaking in an interview with Govern-

ment Technology magazine.11  “This has allowed the organiza-

tion to grow with each success to what it has become today. 

Our strategies have always been focused on business enable-

ment and benefits.” 

Challenges 

States that initiate data-sharing projects will face challenges, 

including legislative, privacy, and technical issues. With the 

right tools, support, and expertise, however, these challenges 

can be overcome.  

Legislative

Creation of data-sharing policies may be time-consuming and 

complex, calling for the enactment of new legislation. To clear 

the way for data sharing in Illinois, for example, the state Leg-

islature passed a bill creating an open data platform as well as 

regulatory architecture. “The law requires agencies to make 

architectural choices with open data in mind,” notes an article 

on the Govtech.com website.12 

Privacy

Protecting the privacy of data and the individuals it is about 

requires protocols that all agencies sharing the data agree to 

follow. Establishing these protocols requires research and an 

understanding of applicable federal and state laws.

A variety of laws may apply, depending on the data shared 

and the state in which the data-sharing initiative takes place. 

Here are a few examples:

• Federal HIPAA provisions protect the privacy and security of 

personal health information (PHI) and allow regulators to im-

pose criminal and civil penalties for violations. If PHI is com-

promised in a data breach, covered entities must provide 

notice according to federal guidelines.13  

• CFR-42 restricts the disclosure and use of patients’ alcohol 

and drug abuse records, including prognosis, diagnosis, and 

treatment information.14 

• The Federal Trade Commission (FTC) Act prohibits unfair 

and deceptive practices. It applies to offline and online pri-

vacy and data security policies. The FTC has brought en-

forcement actions against companies for failing to comply 

with posted privacy policies and for the unauthorized disclo-

sure of personal data. The FTC also enforces the Children’s 

Online Privacy Protection Act, which covers online collection 

of information from children.15 

• Many states also have enacted laws that protect personal 

data. Organizations that collect personal information online 

from California residents, for example, must comply with the 

California Online Privacy Protection Act.16  

• Montana lawmakers have enacted protections that go be-

yond HIPAA. In Montana, healthcare information can be 

shared with another state or public health agency only when 

it is necessary to provide health services to a patient.17  

• A total of 46 states as well as the District of Columbia, US 

Virgin Islands, Guam, and Puerto Rico have enacted breach 

notification laws, requiring data owners to notify affected in-

dividuals in the event of unauthorized access to or acqui-

sition of personal information. Fifteen states further require 

that a state regulator, usually the state attorney general’s 

office, be notified in the event of a breach.18   
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To limit violations involving the sharing of PHI, agencies can 

remove data elements that would identify individuals. These 

might include name, age, race, address, date of birth, and 

Social Security number. However, removing this information 

may not always be an option as some personally identifiable 

data fields are necessary for certain types of reporting and 

data sharing.

“The nuances of state law – and HIPAA rules – arguably make 

it easier not to share data out of fear of reprisal,” notes a white 

paper by The Governing Institute. “However, it’s critical that 

states understand HIPAA exceptions and develop a safe and 

effective framework for data sharing.”19 

Technical

State agencies today use diverse database platforms. They 

also have diverse data models, which determine how data is 

captured and structured and how data elements relate to one 

another. The data is also likely to be varying quality. 

All data integration projects, including those taking place in 

the private sector, face similar challenges. They are particular-

ly complex when integration takes place across government 

agencies, because each agency historically has followed its 

own standards regarding data collection and design. Before 

an integration project g:ets under way, these inconsistencies 

will need to be remediated.

Conclusion

Data sharing within and among state agencies is critical to 

improving services to constituents, enabling policymakers to 

make data-driven decisions and reducing unnecessary data 

storage and maintenance costs. 

For too long, information has been an underutilized resource 

in the public sector, and data integration and analytics have 

been de-prioritized because of legislative, privacy, and techni-

cal barriers. However, recently, the value and benefits of data 

sharing are being recognized across the United States, and 

governors are mandating agencies to take action in identifying 

data sharing opportunities, defining policies for governance, 

and implementing a solution. These directives, while challeng-

ing and time-consuming to implement, will ultimately lead to 

improved services for constituents and more-informed alloca-

tion of funding.
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How CapTech Can Help

CapTech has worked extensively with state governments, including performing a wide range of work at state agencies in Vir-

ginia, Georgia, Missouri, Nevada, and Kentucky. CapTech consultants are experienced and certified in big data, data strategy 

and architecture, data analytics, data governance, and data engineering.

In Virginia, a CapTech team integrated Medicaid, state hospital, behavioral health, developmental disability and criminal justice 

data with the implementation of a data warehouse and master data management solution. The integrated system, which houses 

information about all aspects of patient care, has enabled the state to ensure a higher quality of life for the individuals supported.  

The project received Virginia’s 2015 Governor’s Technology Award for Innovative Use of Big Data and Analytics.20 

The master data management solution matches individuals across systems, enabling consistent reporting of individual informa-

tion and improved traceability and management of individuals’ records. The data warehouse, which serves as the integrated data 

platform, is complemented by self-service tools that give the staff quick and easy access to information. Previously, employees 

spent hours each day searching for information and trying to aggregate data for reporting. The self-service tools enable them to 

get the information and run reports in a matter of seconds. This frees up time to focus on other priorities, including constituents 

and how to provide better care for them. 

Using the tools that the CapTech team implemented and trained staff on, employees with varying technical backgrounds can 

answer a wide range of questions in real time, without the assistance of data analysts or business analysts.

In connection with the Virginia project, CapTech helped establish a data governance process and, along with it, a data gover-

nance board. The project streamlined, automated, and standardized reporting for internal and external needs, saving an average 

of 80 man hours per week and $100,000 per year.
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