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TSC eBooks 
– helping you build a more secure future

This guide to your digital footprint is part of  
TSC’s series of free publications covering some  
of the principal risks in information security.

These risks continually challenge information 
security professionals who tirelessly seek to 
mininise them across their organisations and 
home users alike.

Our eBooks offer easy to digest information on 
the risks and give practical advice on how to 
address them. The content can be used in its 
entirety or in part, in standalone initiatives or as 
part of larger information security awareness 
programmes.

We hope you will use this and our other eBooks 
to further educate and raise awareness within 
your organisation to help change actions and 
shape attitudes towards a more information 
secure environment. 

Feel free to encourage your employees to share 
the contents with their families and friends.

Download other eBooks in the series  
from the TSC eBook resource page. 
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As of April 2022, there were around 5 billion internet users, globally, of which 4.65 billion were social 
media users1 . This means that there are around 5 billion digital footprints around the world.

A digital footprint is the term that describes the body of data which exists as a result of an individual’s 
online interactions. We leave digital footprints everywhere we venture when using internet 
communications. Most, if not all, of this activity is traceable and can be linked back to a single source, 
your identity. 

We can attempt to protect ourselves from this or operate in a more cautious manner, however even 
then it’s possible that your actions will be logged and tracked. 

This eBook will cover key topics such as what is a digital footprint, how is it used and how to manage it. 

1 https://www.statista.com/statistics/617136/digital-population-worldwide/

Digital footprint:  
An introduction
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If you use the internet regularly it’s a good idea to get to know your digital footprint. Your digital 
footprint is a modern factor of your personal reputation, and it will provide others with a picture  
of you that you may not have considered.

What is a  
digital footprint?

A digital footprint is a trace that is left after any digital interaction. This includes: 

 Social media posts 

 Online shopping

 Engagement with blog posts

 Social network interactions

 Internet browsing

 Image and video uploads

 Emails

 Instant messages and chats

Active vs. passive digital footprints

There are two distinct sides to a digital footprint. One is where individuals leave unknowing digital 
marks amongst their online usage, and the other where people actively and knowingly use their digital 
footprint as a personal marketing tool.

Passive digital footprints are involuntary and 
act as a data trail that an individual leaves online. 
They can be stored in various ways depending 
on the software used. The footprint may store 
the user's IP address, when the interaction was 
made and where it came from. Footprints can 
do this through software that uses for example, 
geolocation data or tracking cookies on your 
device which can trace your browser history.  

Passive digital footprints are inevitable when 
using the internet regularly, but it helps to 
understand the overall digital footprint landscape. 
Personal digital footprints can be managed and 
contained, and we will look at some solutions 
later in this eBook. 

Active digital footprints are deliberate, as they 
are information that’s posted or shared willingly, 
with an understanding of how they will impact 
the individuals or businesses they represent. 
Active digital footprints are usually built by 
businesses or companies that wish to project a 
positive image online and use it to market their 
company, products or services. 

These footprints can be stored in a variety  
of ways depending on where they were left.  
A footprint can be stored by a user being  
logged into a site, with the registered name  
being connected to the interaction, for example, 
social media posts, video uploads, image uploads 
or changes to a website.
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How is your digital footprint used?

Your digital footprint is your online reputation.  
So, when looking at it like this, it can potentially 
affect real world relationships and especially 
job offers. You may not even be aware that it's 
happening so it’s important to understand how 
your digital footprint could be used. 

Employers and  
your digital footprint
Companies can have hiring policies that 
encourage recruiters to check an applicant's 
online reputation. By looking at your digital 
footprint, hiring companies will be able to get 
snapshot profile of you, reflecting your  
personality and history. This can be the case  
with any number of institution applications 
such as schools, universities, employers or 
volunteering.  More than a third of employers  
who screen candidates via social networks  
find information that influences their 
recruiting decisions.

Cookies and your digital footprint

What are cookies?

Cookies are digital files that are downloaded 
onto your device whenever you visit a website. 
They act as signals which are transmitted to the 
website engine to capture what you look at on a 
site, how long you spend looking at each page 
and your journey through the site’s structure. 

User cookies will be downloaded if you agree  
to a website’s cookie policy. The cookies will then 
save any site preferences you have selected and 
also any custom details which you have inputted.  
This is to enable ease of use of the site on 
subsequent visits. For example, if you visit  
the website again, you will still be logged in,  
the pages will load quicker and it will remember 
any saved information, such as the items in  
your shopping basket.  

Website cookies track a user’s usage of the 
website or app, help the website admin and 
company understand what its user’s habits are in 
order to better understand their target market(s). 
Cookies gather this data mainly to bring about 
better deployed, targeted advertising but also 
will feedback to the admin on how the website is 
performing. Website cookies will create statistics 
on factors such as page views, page visit time, 
navigation flow, user heat maps and track where 
users are coming from, such as a certain advert.

Every website’s cookie policy will indicate how 
long it stores your data for, this is often for one 
year but can be longer.

Should you care?
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Cookie preferences

It is a legal requirement for websites based in the 
EU and UK to display their cookie policy on entry 
and ask you to select your cookie preferences 
based on this. Every time you visit a website  
you will be presented with a pop up that details 
the website’s cookie policy, these can be of 
different complexities. 

All web users are required to select which cookies 
they would like to allow onto their computer. 
There are required cookies and optional cookies, 
which will track your usage of the website and 
share your data with third parties.

The ‘I accept’ culture

Impatience is a virtue in today’s online world, 
which is demonstrated when we spend an 
average of 3 seconds on any given web page. 
Technology is constantly evolving to make our 
everyday interactions quicker and easier, so 
wanting to access a website instantly by pressing 
‘I accept’ seems like second nature, but should we 
really do that?  

Be aware that the ‘I accept’ option could  
result in:

•  Personal information being stored on 
webpages without you realising

•  Website admins being able to see where  
you have landed from for example,  
an advert from another web page

•  Website admins being able to follow your 
browsing behaviour and see other sites  
you visit going forward from the site

•  Website admins being able to advertise 
directly to you when you are on another site 

When you see adverts for products you have 
recently searched for suddenly appearing in your 
social media or on different websites, this is all 
because of cookies and when you accept them. 
This can be seen as a positive thing or an invasion 
of privacy, depending on your outlook. However, 
you can opt-out at any time by changing your 
privacy settings on any website, just go to the 
site’s privacy policy and follow the instructions.

Should you care?
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Social media platforms, such as:

            LinkedIn                Facebook                Twitter                Instagram                YouTube 
 
are important communication channels, both in our personal and work lives. Some of us use them 
professionally and others just for leisure but that does not stop them from tracking our interactions and 
by doing that, adding to our digital footprint for us.

Social Media

2 https://www.statista.com/statistics/433871/daily-social-media-usage-worldwide/
3 https://www.statista.com/statistics/272014/global-social-networks-ranked-by-number-of-users/

The latest research from January 20223, shows that Facebook remains the most used social media platform.

This chart is ranked by the number of monthly active users.

Social media usage and roaming services allow data 
to be digitally logged and traced which can include 
an individual’s interests as well as social circles, 
behaviours, personal information and location data. 
Such data is gathered from cookies and trackers 
within applications. The data is then collected, 
analysed and sent back to server farms for storage, 
usually without the individuals awareness.

Data is king in the modern age, and we have seen 
it being sold and mishandled throughout the last 
decade with such high profile scandals such as 
the Facebook–Cambridge Analytica data scandal. 
Social media platforms are able to collect and 
piece together a user's personality based on their 
interactions which has led to the famous phrase: 

“Social media knows you, better than you do”. 

Is this something you want? 

When a person chooses to share personal 
information about themselves through social media 
platforms including places they visited, workplace info 
and their personal connections, they can be unaware 
of the privacy options deep in the applications 
settings. These settings can make or break your 
privacy, as you have the option, on occasion, to stop 
the applications collection of your data. 

How much data they harvest from us, we will 
never truly know, this is why being conscious 
about your social interactions and privacy 
settings and having a secured digital footprint 
could make all the difference.

Facebook

YouTube

WhatsApp

Instagram

WeChat

TikTok

Facebook Messenger

Snapchat

Telegram

Pinterest

Twitter

Reddit

2910

2562

2000

1478

1263

1000

988

557

550

444

436

430

Between 2012 and 2022 our average daily 
use of social media has risen from 90 minutes 
a day to 147 minutes2.

DID YOU KNOW?

in millions
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Usage of your social media accounts is one of the most common ways to add to your digital footprint 
and can also compromise your own online security. To manage your digital footprint and security on 
social media, here are some tips to follow:

 

  Privacy settings

Regularly review each of your social media 
account’s security and privacy settings as they 
get updated over time. The settings can also be 
buried deep within the settings options, this is 
deliberate so that companies might dissuade the 
average user from changing them. Also, complete 
any security and privacy ‘checkup’ offered by the 
platform. By having your privacy options set to a 
minimum it will reduce the data being harvested 
which adds to your digital footprint.

  Location sharing

You may want to disable location sharing options 
on your social media applications. Many apps 
have location and auto-tagging options within 
the security settings. To avoid unknown readers 
knowing your whereabouts, when your home is 
empty and that you will not be at work, it is best  
to avoid posting about travel until you are home.  
Even then, be careful about what details you share. 

In order not to reveal too much about your behaviour, 
avoid posting about places you frequently visit or 
times you commonly travel as this could build an 
even more accurate picture of your behaviour.

 

  Photos

Every time you post a photo, use any controls that 
may be available to choose who can see the post. 
Use the smallest audience necessary. Be extremely 
cautious about anything that you make public, as 
that makes it visible to the world and photo data 
makes for a more defined digital footprint.

  Date of birth

We recommend not putting any part of your birth 
date (month, day, or year) in your profile as this is 
a crucial bit of personal information that can be 
used to categorise you. If you would like to show 
your birthday, ensure that no one can see your 
birth year, and only personally known friends and 
connections can see the month and day. Your age 
is an important part of your digital footprint which 
you may not want to be public.

  Friends and connections

When you receive a friend/connection request, 
it’s a good idea to verify the person’s identity. You 
want to confirm that they are the actual owner of 
the account, and that they really sent you a friend 
request (rather than someone who hacked their 
account, or an imposter account). You can do this by 
asking them in person, or through some other trusted 
channel that you’ve previously used to communicate 
with them such as email, text/SMS or phone. 

Social media security tips 
for your digital footprint

When you install an update to your software 
privacy settings often return to their  
default position.

DID YOU KNOW?
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  Online opinions

Social media is known for being a place for online 
opinions. It’s very easy to voice your opinions via 
social media but these can have far-reaching 
consequences. If the post privacy settings are set 
to public, it can mean that anyone can view your 
posts, photos and even personal information. 
Make sure to check your post reach and privacy 
settings, while also maintaining professional and 
positive messages online.

  Social logins

Social account logins to other websites are 
being instigated more frequently on the web. It 
makes for ultimate convenience, to be logged 
into Facebook and be able to use these details to 
register for an online shop or service. Doing this 
will enable the social media platforms to record 
other websites you access. For a more secure 
digital footprint, avoid using social login options 
for websites. 

  Personalised advert displays

Personalised advert displays are almost 
always, by default, switched on. Their function 
is to harvest your data in order to display ads 
about products that you might buy. Opt-out of 
personalised ads whenever it’s an option. This 
will limit the amount of data that the social media 
platform and its partners collect and share about 
you which could add to your digital footprint. 

  Engagement with groups

If you participate in groups on social media, pay 
attention to the group types. Groups can be 
public or private, though they may have different 
labels. Each type has different privacy settings. 
Be especially careful what you post or comment 
in a public group, because of how many people 
can see your post and content within it. But even 
in private groups, be aware that other group 
members can copy and paste your activity with 
others outside the group. This means that if your 
name is searched, even if your profile is set to 
private, your posts in groups can be seen, which 
will add to your digital footprint.

  Unused accounts

Close or delete any social media account that 
you’re not using regularly. If you are retaining 
an account for future use, set it to private or 
deactivate it if possible. This good practice 
with cyber hygiene will reduce the risk of hacks 
occurring on dormant accounts and any old 
information being gathered and/or being used 
against you. 

Social media security tips 
for your digital footprint
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Social engineering

Information available about you in your digital 
footprint can be used in social engineering 
tactics for cyber attacks. Social engineering is a 
psychological manipulation to encourage you or 
others to take a specified action. Your personal 
information can be used in an attack to make it 
more believable. For example, if a cybercriminal 
discovers you are on holiday, they may use this 
information in a spear phishing email to make the 
content of the email appear genuine.

This is why keeping a secure and thoughtful 
digital footprint can help lower the risk of 
successful phishing attacks. 

Deleted does not mean gone

It’s useful to be aware that your actions can be, 
and most likely are, recorded at every click or 
interaction. Things posted online may be taken 
down or deleted but there is no guarantee that 
they are not stored in an archive by the platform. 
From here the data can be retrieved and used at a 
later date. 

Remember, a digital footprint is relatively 
permanent once the data is public or semi-public. 
The owner has little control over how it will be 
used by others. For that reason, a major focus of 
digital footprint management involves limiting 
online activities to control the data that can be 
gathered in the first place.

Digital footprint  
and your security
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Top tips for managing 
your digital footprint

  Positive digital citizenship 

This means be kind, helpful, and 
understanding when interacting online. This 
may not seem like a direct way to practically 
manage your digital footprint but acting in 
a positive manner online will leave positive 
digital trails online. 

   Delve into and  
use privacy settings

Privacy settings change regularly as platforms 
update their software or new legislation is 
introduced. Dedicate time to work through 
these settings and you can ultimately limit the 
amount of data stored and shared about you. 

  Don’t overshare 

A good way to avoid digital footprint regrets,  
is to not share anything you wouldn’t want 
the world to know. All this information could 
potentially reach employers, advertisers or 
other data driven organisations. So, the best 
policy is to think, do I need to share this? 

  Google yourself

To see what others may see about you via 
your digital footprint, googling your name is a 
good starting point to see what’s online and 
public about you. You may, or may not, be 
surprised about what you find.

  Avoid linking accounts

It is always safest to use a secondary email 
address to sign-up for new sites rather than 
granting this kind of access via social media 
platforms that can track your habits. 

  Manage cookies

Check out the details in the cookie options  
for every website you use. Setting the tracking 
options to your preferences.
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Understanding the ways in which information can 
be collected about you via online interactions and 
how it builds a picture about you is invaluable in 
being able to manage your digital footprint. 

Information gathering will take place; but it’s up 
to us to limit the amount of information that can 
be gathered. Companies, platforms, websites and 
cyber attackers alike, gather information and data 
on users, often stealthily, and it’s undeniable that 
this practice will not stop.

In summary, it is important to practice due 
diligence in order to maintain a positive and 
secure digital footprint. This means that you need 
to assess and analyse your online interactions 
before you take them. 

If you do post personal information about yourself 
or others do of you, you can also limit who views 
this data with specific privacy and security 
settings available on most web and social media 
sites to limit exposure and collection.

Your digital footprint does not need to be a 
negative thing. If your online interactions are 
managed in a positive way, a secure digital 
footprint can benefit your online and real life. 

Summary

Your digital footprint www.thesecuritycompany.com/digital-footprint 12

http://www.thesecuritycompany.com/digital-footprint


Contact TSC for more information 
about protecting yourself from 
social engineers and for other 
information and cyber security 
support and resources.
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